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AoncSi dlefopé envodogum msq&ﬁﬁuﬁ?@ virus File $&enteqgod8d
sog§a00Beonian§donuds

woigé ensu
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“’%
Directory View Setting Command
30088l DIR adlfo3cossndl saderofpbifiacy GEEER: ageapeS
[p88$€8 6322053 Command yp=oBadoicloncSs

DIR Drive Name:\*.
5200053 Command Line o023 Drive oodpeemabopéfiesean

f ulderwa:rx%nﬁ:m%@eé@mcgn%@ﬁﬂmuﬁlGsanfﬁd]mo‘l’:&f;og@&qﬂmﬁn
CA=dir g:\*, o
Cisddir g,
Uplume in drive G is Datal
Uolume Serial Humher is 787D-FD82
Directory of g:s

applications

|.|.r:.rl loac
Folder Lock
MY Dotewr

DIR Drive Name:\letter*,

3200050gEgEimnogbag oﬁﬁm@mﬁﬁmﬂ@awqcﬁem@:
BBlcBEoad:Fo0) Folder qprooBioofoooSopfodoblch sesomesd d
003 Folder copafaB:oo§lonaddlucS

g: 0260 Drive letter 350p5{g5dlo0uSi d oveompmeogponad: Let-
ter [g8dloouSa *. o260 Folder 08:o0§ep[g8436donuS

C\>dir g:\d*. |

goSgE enso



< 24:003(egdd)
%

DIR Drive Name:\*.File Type

wop Command 036027 File Type 028dfpoopSiofdspagiescgosiss
AdonuSi SubFolder GW?’BWG@Q@%&GC@H Drive Name cgepen
aﬂﬁ&ma{néamﬁ Folder mm{im@cﬁm:@;@m&ﬁm&il

C\>dir c:\*sys

& Command ¢ System File Gog(ﬁ@:ﬁﬁuag)& puwn config.sys

/P

Directory 6opo onbgjedsngé: coglsEad dir 8.6§205¢ /p o}
copdeorqdkeSs page o§edlfogdloncSy

C:\=>dir c:\windows\system32/p SO

Press any key to continue ... nﬁaﬁgjm:@: m&qcﬁ;mau&
003 kS BBoSep Key 0o8oq03gaSevicdoSon a§005008q0d0
2005605fgAe85waS)

W
8 Command oeom; 0405420089030 File Name, Folder Name
e0gogones’fgevionfgbdosuSs wide ofedlo3dlonuSe
oodgecioai§acyypiciend GEiagnaben /p oBaoboopSaciyons
G'J'Bcﬂrﬁqpq& wide Qé@@acﬁﬁeo:y:&l

C:\>dir c:\windows\system32/w «—!

C:\>dir c:hwfndawa\systernﬂfﬂg -

WOIgE eew
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%

/A

8030p: Command ceommes:ddosuSs  Hidden cpboon0d
§Ea030} aop [§Ec3eye Dir o4005¢0 /a Bozopadiocss

Attribute Qe e§dlonuds Virus efop§ USB Stick, Memory Card
603034 DATA 60p0603,qodmdh Virus 6op Hidden cpbof:eané:esoyand
fa ofapraorqdonus System File cogodopSieop [GEeodionuSs

C:‘\}ﬂg:ﬁ ]

C\>dir c'\windows /fa = <

CLS

od5lgEodpndiamion§qfic8oSean  Command [gddlonubs
Yod§o0 964e503924] apieoiqdlocd ... \> omog§ddlonuSi Clear
Screen cgedl addlonuSs

Change Drive

o000 008dondgn eq,edi Drive soepSofefpEfebopd
o3o3edl oiqendh

C\>d: 1

BeofipeieBony

D\

o§$reorogmidonci 8cd§SreufgliondsE dir odl evEepal Tt
pod§ia338:e0c8omdoa€ Command Line oBagoidioncSe

goigE ensw



[ iu..{i;:t_l.%x :‘Ji(.:.ﬂllﬁtk}]

DATE

cocbfeepodesdy opfyergesgey [GcSecdt  [gEcdogl
mm.dd.yy o3pp§:conoimoged ocoved: oo godw cg5E oo0Bwd
sbcBoopbeugoloct

ofGEe08add [ghagobedag€ omguaopdd Enter adlodedoddh

C:N\2>date

'i”ht.: l_'.l_l.l“.;‘l’_‘-'r'lt' date is: Wed 01~/ 2011
Enter the new date: (mm—dd- F-'-':

TIME

cocS§opdyomd, $§odfgev:decds [gEeotadagl [gEeoteyod
copdeuifd: Enter eloSoh elgEeofdcgadedogf omyeee:d Enter caloSh

C:\>time
! I cuprre nt t, ':iiﬁ(—: iﬂ - E. 1m .,-r]-) E J
Enfr | 4 t!lﬂ new ¢ iITlE -

VER
codSenadidiesod DOS §, Version cecpaondaacgoapidloncSe

C:Nruep

Microsoft Windows [Uersion 6.1.7600]

EaNYO.

n
ry

QTILC G0
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Make Director ( Folder qpioopSeaonchfg€iséadaooepyp:)
oeodopmcslyé esepobapyo Folder 200600p5680005803206
inobdonudi pown Virus ojob§aSsconiqed Windows cdoluefgbesf DOS
fiobeepodaojeadlyn Backup [Gopb8 Folder mea0bonpSeecnddo)ssd
eaEncdol Command gpiododiqokends
oobpoocdaonggameo;  confecdesepyr  saupdoy  Folder
flee$@h Dir [gGodBy 0opSeacnadih

MD Drive Name:\Folder Name

8 Command ofopcymesl confeeamesepod md G§205¢
ppfeuqilocd cu:cdo) Folder Name oBcopS: 0oBdlonpSieu:§8lonuS

C:\>md d:\backup\2011 =

Slefogi€ Drive D: 63005¢1 Backup Folder eaaoS0p€ 2011 Folder
m00d00dpoPognieepadonpSeamnabde8gucdi

MKDIR Drive Name:\Folder Name

009 Command cocopdigacuniopddn md egepyn midir 2ooefgpE:
ogniomndh exeodopobiooblogpdil

C:\>mkdir d:\backup\2011 <!

Sogepyacobeefpopidooctt  eqasdy  C\>  [§egof
GE:ea005¢n ofeS§0d Folder oopdeacncdeddlon eemabdsacdE: Com-
mand =a0jcfop§Edonadn mefgp: Drive Letter odocBegriffioogs:
Frod§odonpdeana’ §ESenuSn

C\>md 2011 =

D:\*ljlkdir‘ FLOWER

|
|

| T =y
ealsl=p T8



jo 20§:0808(cg&S)

MD Folder\ Folder\ Folder ..

0o8f€oopb: Folder cogyp: goméamrﬁrﬁdﬁmél md Sloeonod
mkdir G§oo5¢n Folder Name eopod\ Hffcopdeu§tdonSy 20039
$20060% | 6§005¢0 Space [gpiconieuigdeci

Space ofgp:dogi€ eq.adie Folder oabgafornopSesonndognd
3owudi Slefopé Space [godgifS: [BioSooeaonod Folder cop onpbeamnod
£EoncS

C:\>md Tiger\ Eagle\, Lion

C:\>mkdir Black\ Blue\ Brown

REN Drive Name:\Old Name New Name
cofoon:  Folder 320p500b903805{B0bmupSonbelgtelgpt:
o8 dlon ren(Rename) opapqdocd 2a8dl Folder con:epofoghieunef:
m:@:m:mué(ﬁumm:@: Space [gpiom saepbaodadeopdeurgducSs
File eogodanupBalgpE:cdogi€ soa3d File §|. File Type Extension 0%
Ae§on§eamntoopdeuipmenelgducSi supdOoopdefgpicdeadh
C:\>ren d:\backup\2011 flower I
S0 0c0eeE:03 2011 Foldera? Flowerzaopbelgp8:c8oSo3
Command [§8closuSr 60089 Command Line oneom; 8&adefgpomnd
C:\>ren d:\backup\flower\test.txt fine.txt |

u;rﬁgl? e




DOS Commands 4¢ coodeogma)igp: J3

aBoonraogesparepdeug§en

File aog Folder eopafesvpbeu:dclmnboiaeden mfoocSoony
eovieognBaBoontonédoncdi deogaBeads sopbeoioizedlecgecdsmd
Opgracgelré cpbesbadyn [Gosogaacoraogfrondionus

wwpboodeod mgpied: o apodeuifEdoncdi  devedd Win-
dows Explorer cdlmegeuionuSalogeon o ap:eodoopbigoloncS
cmd s23p:0pamnedodorch egnaSoabgedoeony saupSorbeum File
[§6c53056 20cheBEep File Type Extension A&BB=bdlonubs ogpied: p
n}:%a#ﬂ(‘ﬁﬁu(ﬁl

AtoZ 01 to9 0?805@0513%:@@: gaopbeo:B&dloncS Font
ofFymsancogroctintin Jofi oxspdedh [T Space o
opSmoobeoiaisnd Space [ ) =Oelgbesdon voowmdSaBom
E’;D'}MGD‘.LSI

dlaolg€ Special Character cogopcopbiogenoopdad§EdonuSs
LS 5 Lol Ve T R e M AR

moEom:cpuqurﬁmam; summéﬁaﬁmﬁmﬂ 2200
ST e Pt 3 Toute STetoate st pow- gromaepbe>  System.ixt [sbesGe
0005200 opropafpp§ioimdl sytem.txt [§8esoqE Error aomoncSom
Ao8GweS

Slooowon File Type Extension oBcopSiniagic8uadh File Name
$¢ Extension [op:gn () Period oobgomoonfigdlcSi elgpedomm
caogSeacgtin () Hcdondh

DOS ¢oma8msacyfgbescd \ , /, +, * qpioleon mopdesepond
PpycpiocopRapgugdog

goigé eeo



I .'L‘.r.}l; :t:r:",;rflf ..;::qi;']qlr]
%

Delete s& Attrib tx;ﬁemﬁ:}qp:aaa@a&
File, Folder eoa qrﬁcrgogcﬁo:_jmé? é?élm:@{:afmﬂj&ﬁﬁsaﬁ
copd: 3209:00666008 qn&m:?pm‘ﬁa@nmﬁcmgucgc&ﬂap 8oo00com
Virus File eopenec qdlonuSt adooniod oy Command Gopad

so0dcvaSenpamngesns

DEL Drive Name:\File Name

omwe§onpSeanabooniod File, Folder eop0p =a8d Command
@Wo&%&ﬁmnﬁu Gmogﬂs;cﬁ&{,:ﬁaa?:fgmﬂmcﬁ-

C:\>del c:\windows\system32\name.exe

C:\>del c:\windows\system32\restore

wedlon File Extension dlomoreon File o3qe58Sh Extension
PocBand wllog€aoScloqEd muégxq&mé:mcm:o?mﬂu

goBooondefoplioneon Folder Bgodfgooiond 22¢0 Exten-
sion wdldlogn  @30050n Command CORME0 $9§200p5680005000:03

File & Folder copdh Dir o4l @éowmog.qﬂa;w dir--------/a e8ocop GwuSy

is Window 7
2 iz D20OE-1CY98

09?:55 PH <DIR>
B%:55 PM LDIR>
B Fil

Bl _w /5
rive C iz Window 7

a4l Number iz D2OE-iC9@
of c:ixtest

09 :55 PH
+A7:55 PH
09 :55 PH
1 Fileds> 4 bytes
2 Dipds) 55,484,608, 512 bytez free




DOS Commands .l|.-;'_ rm:lj;:.;ul_l_:r,: |.:1:1” 1]

DEL $S0z0p:q$

Delete cpbonubafomagubevwnd ddlonéeonmmadedznba)
PobpfapsordEionss  SGempduieesnt g
[joieoocomefon  2ocBgBeod  Question  oobefopEiacooSoon:
§ElonuSy

C:\> del f:\igtest.cmd /p

8 Command a8 qoScBeomndtodopficofd: ego0dedien /p
. ,';'.méau:cﬁr&;{)ﬂl

Bl C\Windows\system32\cmd.exe

C:\>del f:\iqtest.cmd /p
f:\iqtest.cmd, Delete (¥Y/N>? y

N>

Roobfoncon cgodediqoSadaio3deo? undelete 3G5esT 88
dloacSi g version geoneaeond Windows o3¢ac3cd Recyde bin
cBeepoogRiomdeunaddl

slafop&anodaon:anédloncS qooflg$eddsdorn BbuaguSor
oBgdch

snrunde lete

'undelete’ iz not recognized as an internal or external command.
operable program or batch file.

N

erﬁgg &;s0




.li:? ._i.h%:i'll;:i FT;[G@H[(‘;'}'

RD
RMDIR
C:\>rd f:\emcbackup

oechopmeslyé Folder cogaBaodadadaad omed del [§éuq
6020k rd Slgewpod rmdir o309:8c8a20dl0ud Bgnjgangadironommeo
Folder oy g2(gp: Folder ey File eogfiesdogé seeddlapbeamadgndlgé
08 fogp:8Edlonu

vcowad: godcdoy Folder =popl:nficd File eop SubFolder
300036 g0d0podadlucdn 6aI0de0dey vooe Command Line of
soponfogpdde This Directory is not empty e3qobeqomo} Error
30

Eﬁgm@(ﬁm@qﬁ:@ G{f)cﬁmrﬁdé Key Q{):EU:GIG]QDSI

C:\>rd /s f:\emcbackup

rd e§00b¢n /s copdevicdobomisesoelgdn ------ Sure o8f5;
N Q?)E:GH:(‘U)(S]QUSI rrﬁls,:cmeﬂr)gmﬁa?mmﬁ ¥ %fﬁméﬁu:cﬁ(ﬁﬂu

BEX C\Windows\system32\cmd.exe

C:xnord f:semchackup
The directory is not empty.

C:xn>rd /s f:isemchackup

f:semchackup, Are vou sure <Y/ND? vy
CaNy

:ﬂc;%cf Yes/ Mo Gu:mﬁ@mcﬁmﬁnmﬁ Gﬂfﬂr‘ﬁrﬁa Command
Sa3:03050h BAadfndodgoboochedobomndh

C:\=>rd /s /q f:\emcbackup

EIJL'JSUE! BE0
o=
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Attributes ongo) ---

dloneo) File ofsacpgiapbarboopbagbiamicddh defpipEojucd
i Attrib ofdlecgconanédloncSi Attrib Command key o File oobpaan:

pon§  ofobBench  ciieenbfiogdooromobeosSiiars
§EAlonoSi

ATTRIB

8 Key Word o3 System Drive Letter 0696305 050508
GEea:05%¢ gaop{gioonican File cooxdfroBgileBGecds eamaddlmac3s:
3630005y

C:N.pnd

'3 “\c‘hu1 oexee. bat
G xhnﬂtuqm.dat b
C:Nconfig.sys
C:Ndfinstall.log
GC:Nhiberfil.sys

C:Nhook. log
C:\I0.S¥S
>=\IPH.PH
C:\MDACSET . log
C:\MSDOS .S¥S
C:\pagefile.sys
C:\Persill.sys

oy attrib key efop€ Drive C: esmcynngudoodeoial Windows
050005 ?;c;q:ﬂc?:»ﬁqp:oﬁaﬂg_gﬁsqﬁqmd '

oeodopst eop qpfatioopstol oreepopon Windows 7 odl 2]
g Eﬁmﬁm:@qp;%cs.;mm@)-ﬁ wPPeay 6ol

:=3|rﬁg-¢f: G0




8 »§icos(aghd)

A oneomp Archive(ewdops:) (ﬁ@é&%tﬂﬂxﬁl ofelgbedh
2poneo) Auto cpbesontongad§:docdch

S o System [§dooch speopSimeepdanfgbardiyc
corcionfy 020§ Del Beonh

H o Hidden odedondh  Go§aaptiedoplucondd
op§0on10) Command Key [§8GloncSe

R > Read Only [g8dloncBi cogg€ondd @E880nudn dlevwcd
GQPWE&W&Q&HGUN&W:I

wpesdlgoonioy Key eo:ag:gn a8mogommeon S, H, R
o [g60loach E:030388:008 3209050000590 - 5& + [gBdooch -
G oo + oo ggfToufEBdonc

voouBign Virus File 6o3cpbesonbenbolsqsnigecgonap:
GooSt Viurs File copod .exe [§8aaqprami§Eoodbyobaonidionads GEod
mcdmenypodppllogra$ autorun.inf E&%&:GGMI 8568C03 S, H, R
200890Bon0330305 mcguSenagefdBacy.§€i ogapadiiolops

SO S S T S S
06! qoSRH{GSeepodesomeogeopdifidonudi exsddopum Virus File
obqpocg Bisbon}, atro G GhcogSE obegadecs

(**** Virus File gpegqlicodipecyo’ "opdugiorreapalpiston
cpuSeso:” eagpdeneapand)
! oownmeslgs Viurs §oopbupupaoooean USB Stick o} Gamnahd

Command [5§€g8:cp05decS

C:\>attrib g:\*.* -s -r -h
SaBoqi€ USB Stick [gdeo Drive Letter G: camode §oog) File

ﬂzjc?fﬁs EE\%:qjlﬁmmméqﬁ:m:GEc?oE(ﬁ(ﬁmal

E . E
Hjl’]’]UD rE0
as
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5 attrib Command elopp§ USB Stick cdy File eogEmIOpiod
gehoonagifeopd: 6op [§E§E2008 groocSclag8copS: Del Command [§
1 HooB§EGy

mwaﬁaqupmrg:ﬁmw;qmmémq@em&}o‘}ewcﬁﬁl
Viurs  eogodglionodjgooniomdh Command eogomaopbieq 0cdeglily
tpomeogaBodicoiondh

ot CAWINDOWS\system32\emd.exe

Cas>dir hose exe

'JI

Uolume in deive H is SWE _
Uplume Serial Mumber is A-8ERA

Directory of

s=h2atterib h:we . exe —z —p —h
Gisddel hiss=_exe

shodir h:s®. exe /a :
Uolume in drive H is SWE SWE
Uolume Serial Mumber iz CAZ2B-8EAB

Directory of h:as

File Mot Found




Jh‘l .'U%:L{#Ii IL;(GHE‘]{";]

80068 eneobopeiodioonioy 0By dlpeupdd File 0089}
meguSonoguqedend attrib [gomozuSaoiaesntés

ooouBigrenscdap omaguSedeon File §epo? dir [gEagoiclodch

C:\=dir d:\backup

BuSomaguSedearn  §Eodecp Bedoyl eznodd  Command
(ﬁo.?uﬁu‘.ﬁl

C:\>attrib d:\backup\flower.jpg +s +r +h

Seo ) o <538 conomioacg.qeomdog +h B8 hi-
den ap6eaSolfis Folder Option ¢ Show Hidden File -—-- c3aBoonqoopd:
8oeorney §Edonddi devend ane§anigieqodopodiEolop

woBfgeyroneon +s +r +h [ogpieogodyn Space Bar bged
[epiooa:dloncti cmdesoqteqdlopgs

&aconodedonecSop attrib  ofsncopSBootdlosuds Virus File
@08 eas059903503Emmagudylgjeontean File a0} Attrib o
- abiBlgcopSelgopob§Eomd Virus eopodmngudgE:8Eoocd 88omogud
conteam File eopafnopd: adfieeGed 8cdquesdst

= C:AWINDOWS\system32\cmd. exe

sawdir haws.pir Aa 3
Volume in drive H is SWE SWE
Uolume Serial Humber iz CHZB-BEND

] 11_111 hess pif
Could Mot Find h:s#_pif

snattrib haivws.pif

Cix>del hase.pif
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optonfgt:adepapbedigl Data Backup
Viurs  oBobodolgblgd Windows  [goomgnonbepeloppEofstisd
koo’ soobcochaeadigedugopsedl SaveMode Command Prompt
o Socpofl oBoSeafcn Data copcBogyyh
Bcdopiopapemedl Viurs eogropSicdaSeonenewpddogn a0d8lge

yoneo File Name $& File Type Extension 9$co§83s

COPY Source destination
COPY Source File_Destination

Copy op:8asogodopecl command ooeoxy copy SlgddlonaSu
LEDLE§EPY? oprugend File Location ofcudippEewmiebld: Space [griom

poduoesepe contfecd Destination oBeepaqendh
C:\>copy c:\driver\test.ext e:

doneon File oxdgodomopiogonds  Folder sacpfiy  File
aniediofogiopedoimdeco; -

Ci\=copy c:\2011 e;

%cﬁn?:cﬂmﬁu ::ﬂa?miﬂﬁ 2011 Folder oo g}ﬂmﬂ File eogzancg:
Drive E: esmobodespodogmiladbucd 6amadpde038:eoy [dEqducSi

09607 File sopzamindiodgeo:de8Gwuds

IC:2copy ci%2811 e:
c:%2811%A3zwlogochrone BRBx600. jpg
lccess is denied.
£s 1\B4fu1ngn\ BOBx608 . jpg
55 iz denied.
B5swlogozoon_BOBx680. jpy
cess iz denie
\”ﬂiINEEuulugndlu BRBx6P8 . gif
Access is denied.
: lisSmatrixf ire BOBx600. jpg
iz denied.
: 1sSmatrixrain_BOBx688. jpg
ccess is denied.
B filedz>» copied.

N




20 w§:c805(cgd)

ma?mgaamﬁﬁé Data @030 Backup Eip?&'} puwd- Drive E:

632005 EmcBackup Folder Boupcodsad] gmcﬁamﬁémﬁrﬁ&ﬁ(ﬁ@
0p$EdloncSy

vcoudign Drive E; esnoden  Folder 02890356005 GuuSy
2003coniqenoeom Folder Name ¢ Space ofgproonidlsbe [Gprooniags
6§.0088&:0800 sa0pSp0SapduaSy

C:\>md e:\EmcBackup

B:oq€ Destination emamuelpqfasoyes Main Destination od
B o5EeSopbidcty

C:»e:

3lneoy Drive aBoodadodSomd 80050008f8: cd command [a&
Folder c3cB08JeuSy

E:\>cd emebackup

E:\EmcBackup> t\'}@ﬁ@m{.ﬂmﬁu s'laf)cpdﬁ Copy op:oped
qolr Source oefgreudoSch Destination oceomdi Location Folder

ﬁ%ﬁ%w:%:w@wnﬂéuoﬁu

rﬁ C:\Windows\system32\cmd.exe

G:\}md.e:\EmcEackup

GCaNYe:

E:\>cd emchackup

E:\Echackup}copy c:\data




DOS Commands 4¢ condeoyaaaiqpo: ele

ng:ogué File cﬁmuéa@o&ﬂo&;:w@&

08dlondnlogonodommeon; confecd Folder SkowunoS Drive
ponchen  opogeci§EimopSopdEarbelfionigbescimdl el
mopSod 8odffedig§omiBiopupeoEdoncSi

wpcdepbasontgoiodeneepoponeon; Viurs File GOgaRaRiop}
wdl  opdloocd  0oe05opd Jabgodeee ol {8E8m0pd 0
Egaoqe- Viursexe sfom Virus File eddleoy =063d Viurs.exe
ofmcdmengpodopbesntend ppflogriesommaon autorun.inf [gdal
o205

Sefopé autorun.inf gooobeoSsmicopSennieonnmewnbod el
mlpimobondelgé  988:e0p8:quadoncSi Slonen050papba3dadh
eanodecdy  erpoyttefessigoonianpiypio’ 0605990005603,
aopomiogpdadabd

Drive F: 6z2005¢n erlist. txt File 028903 Notepad [§80§oB:c805dk
BroqS esn0dd command =03€: Drive G: esmoSen datalist.txt
wlybelgpl:d88ieopSiducy

§€mrupboBome|pEicdadodomndh m0gdeegpiodiovelpEcd
og:Ch

1 file<s> copied. cSeeSjgogé oscdopopiupgedmoocdeepod
Olooud SlowwpchS safge: Error Meassage [goq€lg§copSebeaoiqduuSs
026990320608 1 dlewurodeniadgdoncSi

C:\>copy f:\errlist.txt g:\datalist.txt
1 file{(s) copied.




2 JJ%:LI:;':IE(GHEI]ISJ

aeC:qecondclarsnd

ddonéyn ereodopmagadojeomntiai§toncdi geEisagod
meocdecgugfor:d mmonupagncdoimdonedh  §E&[gpigbelon:
oodomifmpdeidonud om:gnepbeoneedddeonch

wliodion CIA §wonoSomapbooneomn  wobondgp:alopiop
ago:o";méitfo DOS Command EE move 033{):@333:&0}&;! gcﬁzurﬁcﬁrp
empty [§8ag:donudi dldjiedoabdondedeonticdS oS

C:\>move source target
C:\>move f:\test\*.* e:\2012

r

BN C:\Windows\system32\cmd.exe

IC=N>move f:\test\»_.» e:\2012

f = \test\IMG_0#A1 . bmp

f :\test\IMG_BO2 . bmp
:Ntest\NIMG_B63 . bmp

3 file<s>? moved.
N>

& command gnfgosogoaegpbicad§esommeo; Source gaoopd:
File Gogn%mﬁ‘e:uﬁ%ﬁcﬂmtﬁu Target ninmé: Falder mﬁ@eu:?m’) Move
wdeeuidlonuds esnodedonean Error [gbognial Command cogdion

svProve Fistest e:
Access is denied.

swomove fistest e:nZ@12
Access iz denied.

indmove Fistesths, e:n2812

he fFilename, directory name, or volume label syntax is incorrect.

%]




DOS Enmmnnds 'iﬁ -el.nlru..l_!t‘l}__r,d u;l:;.“-‘,: Teall {I;_‘y

oo
$Eec0:0bBEad cmd edlponanaacyEinomeogeqrooniancded
unfrpSopecodgb§Ed type command (g8 [p3p58Edlonu
ome text $Eacpadegi€eoymentalggldbaydh devwd exe
Hile sogadog€ 63305003038 eobuqernadeantqdfiessgesdornSs

I Ci\Windows\system3Z\emd exe

Gisdtype g:srealplaver.exe
CE w * -

3 [ 2 pr

ile program cannot be run in DOS :ﬁ:_rd_u: ) :

3 |_3 (7L LJ. (1]+] 1-__111 nu::-‘ o Eé-“u': Hun |__I:_J.In ":‘ Lr_r"il.lo_rii_z.ﬂ ﬁ:l o '-.'-ill‘ n[.:iu rf“;'
i.;:d'[ulli"u";“u}-1I.In|_.i_u|:”iu1:.|1—_|_| “!1”“Ti.i[f-“|'-1u"ﬂﬁ_ﬂ.'-'Fi”"";il"l'“Fi”“Hil':hH"‘-'

i Li* +31L o BAE

"R B k& B r b+ »

LS » L3 - '_-'- b IR d

H

ux E £ [
*{ u - u

*

oGaRaeee00) 8Eeogadayd moplipegraniconcioneoye’
aancholpeecitieoy [4Eqeadh sloneon windows XP §), boot.bak File o3

-__'-="_ |c;?ﬂécﬂ3:m:(ﬁu

= C\Windows\systemIBomd sxe L LB

tnartype divhoot.bak

H
iMarning: Boot.ini iz used on Windows XP and sarliss operating oyotemns.
iMarning: Use BCDEDIT.exe to modify Windows Uista bhoot options.

ibﬂﬂt loader]
imeout =18

dofault=multi{@>digh¢@Brrdishid) part it ion 131 HDOWE

loperating systens
tillidiz k@i rdiskiB)partition <13 UINDOWE="Hicrasoft Windous NP Professional®™
OEXECUTE=OFTIN .—'ﬁrETIIE'I"!-_'L'T

L




35 20 4:0805(cgdd)

odfgeeud command corgaBeonBesfootdoncdr geozaden
SoSacontye apobyoloS e EcBoobisprocio)

oBfgegroeon soptipemecyadgeotafoqoocdi File Exten-
sion odlg/grregopS: a0 [ebagroordddh

r.utﬁtﬂ:'t_i g4




$o% (J)__

Command
For

Windows 7

Windows 7
ad: Command Key gpioSecpon|gé:

8008l Windows 7 ¢0o$:§E0 Command Key cogodesbigeutdecds
Windows XP, Vista, 7 of¢n05:0 Command Prompt o Internal Command
aopomfgbdonuds

External Command eopeomnabopbeamtgiefidlopn  glqt:
algraogi€ Internal Command [§6c3 cmd(Command Prompt) umoadioned
ai¥aoGoondamadgéigoonidionuds

deowodroph: oBoomanfa) key eopodenechopeccnitel
@n}:m&@t\%{ﬁﬂmﬁn




20 04 od(agio)

Break cpodadogié

vooLePieeReIaEIM Break [gopb8anogoddln Break [goodbed
c$eebonuSefommeo; oechoqum Dir edl[o3edelolgblghr sefepdgepd
50s530oEHARED arhyporadiogs cybesorbiep hun apciendi
S S - W

ocoecdspbioneony Ctl + C o38688aq€abopf: Prompt
amfgéed condedfunds

c§005006500:0060) Ctrl + Pause Break [§6lonode

File Extension gp:o3ecpoond

eoddRpmesgéap§yjor(§idopiesniyoyieny bies
qeopd File Extension qp:oBa88c803928l e3005dl Command [§§ecpeon
26 9oncSs

C:\>assoc .Extension

C:\=assoc .exe

r

BN C\Windows\system32\cmd.exe
C:N>assoc .eXe
.exe=exefile

C:s2>assoc .com
.com=comf ile

C:x>assoc .pdf
-pdf =AcroExch.Document

C:\>assoc .jpy
-Jpg=jpegfile

C:~>assoc .vbs
-vhs=UBSFile

GoN>

Bedyé eneo
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Harddisk o3odes0:

onecdoprocdimeaplgesdd  opfqpsecybeagpied:  Harddisk
i Boogaocorecgon  wffsiaamooiosdi BSSonfod
wobomneogonaopbg oSl

é]rscgo‘l’mﬁam:m@ﬂ&gmwaw&ﬂcmﬁu dloo  Harddisk
un00dedigpSopydi  Freon  opfqpomnpbesntqpSumagt:
hofoondcs

Bxodifyipol cmd [g§ooefgfod:cfuqd Administrator [§§aoogt
eS8

C:\>chkdsk c:

& Command oBod:c80503508l ee0033l303E: File c0g0% Verify-
ing epbegomeaglgtadiecds sagreenteuicdadi

Drive ~ Letter  o3805{c30508§E€:8Eonudn  chkdsk  egacden
6lgpEroopbeucdo’idh

@ Administrator: Command Prompt - chkdsk c

snrohkdzk czs
he drive. the path, or the File name is not valid.

tnFohkdsk c:
he type of the file system iz HIFS.
olume label is Window 7.

ARMINGY F parameter not specified.
Running CHKDEK in read-only mode.

HKDSK iz verifying files {stage 1 of 3>...
173056 file records pro
(File verification complet
135 large file records
B bad File records proces
2 EA records procezze

s 2 0f 33...
of 224666 index entries processed)




L1

a0 4;'. 2! .II?I 3] [ =0 ;?I!iIJ ,"

chkdsk Command $80303:8€e0m [gpdgoSapbesmiqobaacyt
ean0dd o key gpiofsonboooengamiogodd

/f Harddisk
v Harddisk
fr Harddisk

¢ Error §oq€ [gEeo€q( Fixes) opbgd
v FAT, FAT32 coou NTFS contelfornodd

> Bad sectors copdoqElgectd

oySomenyod oBuSaBEamaapcmnaladdleons

on the disk.
i the Full path and name of every File

gntries.
ul.thpn the Fnldrr

auvaluates bad clusters on the volome

INote ......
spegeep [gEeofespaogyn m@%u.?:eog@n{:&@@mfﬁﬂ key

sog0%08002:00& AlonSi

* bt
my*.*

myfile.txt

All File '
All File Type
All file with the extension "TXT"

All files the start with the characters "my" I
Search explicitely for the file "myfile.txt"
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Harddisk 3a0pE0 8Eqpioeseplgsdd

c@ﬁuowcﬁa?g‘mmé@.@a}w Harddisk sacpéin dEcogom
kihojesdloocd opoomoopbsbay cvbeemigodeogum  ecoiofom
OlonoS

do? Disk Defragmenter cpdfgigflg$copicod€donudn Win-
dows cdy Defragmenter o%ad:0005(meadh Scdopbeaontaoddjroh Com-
mand Prompt odencopbianbeacntiEdonuds

w¥fggéadeon Administrator [g¢omgéigieoniomefopé Com-
mand Prompot o Admin safgbgEaeuindaial opiaquud key meon-

C:\>defrag c: /m

& Command g c: & /m o3 Space [aicuigqdecds C: oacfubebeo:
oo Harddisk &, Drive Letter 0ob9ofpa§oonionfgddlondSs

/m  oBopoonionmeon  egnodayudmesodeogiEofo  Seo
nbpooboBieu:§Eilonun Drive C: D: E: ---- ooogEoobafi§Edlecaionch

C:\>defrag c: d: e: /m

Space [§p:8coneeedsti [Googofescddh

<[

B Adminsiratos; Command Prompt el ﬂ

wrlefrag c: Aa
h.ru soft Dizk De l‘I agmenter
opyright o) 2 rosoft Corp.

Invoking analysis on Window 7 {C:3. ..

he operation completed successfully.

= B3.81 GH
LSA.A7 GR

agmented space =
r space size = 34.52 GB

Mote: File Fragments larger than G4MB are not included in the
{on statictics.

Fragmentat

You do not nesd to defragment thiz volume.




4’ (] A} 1i, :-.,1I$-. Jt.llid:_.fltl-ﬁ::l :I

SoB0 Harddisk ¢ngoonc) Drive Letter cogaenpodobeso:g
8E:eoqfayt -

C:\>defrag /c /h fv

& Command odadeorqdecSt fc sfom Drive Letter §oogad(:
pp§:c3050mdl

/h oneoxy Operating ewné:sEes03 Drive (pows- C:) offienco:
068&:08050200k

Jvodeo; Diskdefragmentation statistics acgodeegde:coniomdl

8esepen Bab0qEobolgpbita) Key eooieogoneon-

fu o} obaeoiesqan: 6oy [gEescoqéi Analysis % ofesmoddpes
oB8:605[q8E:002:0mdk

C:~>defrag c: su
Microsoft Disk Defragmenter
Copyright <(c) 2807 Microsoft Corp.

Invoking defragmentation on Window 7 <(C:z>...

Analysis: 23% complete...

eanodopbajecdanfleom key gprodeatimacitiesbigeoicond
00651 so0Seondengomiogpbadadal

Value Descript ion

#h Perform analysis on the specified volumes.

0 Perform the operation on all volumes.
Perform the operation on all volunes except thoze zpecified.
Run the operation at normal priovity {default is ]:‘I-'--"-"-
Run the operation on each volume in parallel in the background.
Track an operation already in progress on the specified volune.
Print the progeess of the operation on the screen.

Print verhose sutput containing the Fragmentation statistics.

Perforn Free space consolidation an the specified volumes.
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Defragment obesofgl:ol eemoSd Command [§¢ Gop=cd
naogpo’ 0beeo:d §E:0002:8Ed0nuS: wf§onmozcdanoyeopdogt:
Preo$EdlonuSs

C:\>schtasks /create /tn "Defrag C" /tr "defrag c: /f" /sc daily /st

A 100:00 fru "System”

mco0Sdl Command elogpé eg0d 23:00(11:00 pm) $o8¢0 Drive

Letter C: rﬁmcﬁm@cqpfﬁoﬁammmg)@&ﬂmusl
Space $§enapedE:oleongfeamniaad g0p:c¥m6d000S

Driver eog€:0Bengaonalayé
op$uomrzeog€icopbogtiewntisfooniang Driver eopadenpon

$E¢Sh Driver engf:aBamwonoieecyoSomaon 0c§2bdoga devend

Rhqllemmoglgecponegear  Honest Hacker  Gogsaoze5cmeom

x.:HGUg(Hal
C:\>driverquery

¥ C\Windowsisystem3Zyemd exe Dk, | e (=

Snrdrdvergue sy
odule Hame

I74ohe i
ACPI
AcpiPmi
AT A
dpahc i
a F.lBEH
A ction Drei
Agerefof tHod Agere of t Hod
ilter

AHD AGP Bus Filter Dpd

amd ide Hernel

AND KB Proceszor Drive Hernel

AAD Froce . Kernel
Kornel
Kernel
Kernel
Kernel



GJ wqrapoi(egdd)

(_'ﬁﬁ[lmogﬁmﬁmﬁmzméaprﬁengmcﬁqﬁ
oeddopum  SBagbqgorfgien  mfgiogfagomondapiagiod

-Registered Organization
-Product ID

-Original Install Date
-System Up Time
-System Manufacturer
-System Model

-System type
-Processor(s)

-BIOS Version

[sbee  sa0ptiporbenEoonaiugplieoy opbeanesod  System
300:e0300320 Gapan§EGesnad Command Key oBoigdocSi
C:\>systeminfo
eodiggeopmeonesmnniilaciElgddonuS
-Host Name -Windows Directory
-0S Name -System Directory
-05 Version -Boot Device
-05 Manufacturer -System Locale
-05 Configuration -Input Locale
-05 Build Type -Time Zone
-Registered Owner -Total Physical Memory

-fvailable Physical Memaory
-Virtual Memory Max Size
-Virtual Memaory Available
=Virtual Memory In Use
-Page File Location(s)
-Domain

-Logon Server

-Hotfix(s)

-NetWork Card(s)

goigé eneo
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madolobesogefopt  cgobfrmuedanclged  eEmodileacdé:
uop [4Eqenoh System SE:aBEepaaniadioondesepadyrengamn§tench

BIOS Version cogafod§8&omalopéascguSonay Update [giopd
f.-‘f'mlr_:ouﬁl @:Gﬂ?’g Memory(RAM) (ﬁmé:ﬂ}ﬁsmrﬁcﬁmq}:a@:
cophog8:Eonubalomndaoph: enpoonaBREclonud

modlyeso; OS Windows gecloplis¢ copdoptroonicom
agaonedoopbiaBdEE clonud

I Cormmand Prompt |£_E|ﬂ

Disdoysteninfo

EE
osoft Windows 7 Ultimate
AR MR Build TCER
8 Manufacturar: Hl. ozoft Corporation
B Configuration: Etandalone Horkstat ion
l' Build Type:
Aspire

Original Inztall Date:
Mystem Hoot Time:
yotem Hanufacturer:
Hyotem Hodel:

Bystem Ty

Processor il .
Model 23 Stepping 1H Genuwinelntel
1188 Hha=

BIDE Uersion: . - FA1.2809

indows Divectory: (H

iyatem Directory? i tendd

Boot Device: 4 s Ha e Uig Tuereee 1

Systen Locale: ‘“l’llthﬁ -nt-‘it-'l“'f'

Input Locale: i

ime Zone:

atal Physical Henory:

> Installed.
488

tuork Card ] 5 5 alled.
ARTZEE Wireles




{.f. (): _l?‘-* H.! ﬁf;'i‘{ Uﬂéelfﬁl}
wponmpbesncdtnesdgooiomemmaonfgpdignS:s e
[gEcondlfn  cone§apiqomadiogoduclennod  §pSinieofgbionude
200058Eed:eon 0&:000gwfjonogovecy cod Fcmobionbffie oofly
condloncdr dleveudoopd: enecboymesfaoqoadodecyronandonude
woofoomafgonogncoplgboncdaddh

e$2050305060E:8E686000 Program gpiadepeggt:

caftiomorbogaobighpeporSounsblel  apobops
™G Program cOlC:gpignom  run eseolonodn sagprEdgé  exe
%5'3@&“3:[%3()5'

wfeontlop: [pgodeqreepadancdd Virus File eogoleepad
30qi€eopd: egncdaguSones o€eapadcBiqpbileonnonu ddeopadagé
copdt cop Command [g€qpegsEdonade

C:\>tasklist

:8cn0pb6antomnmenn bl Ctri+Alt+Del [gasloup
qeoo task Manager ojeal ugooodidh

PID Eession Mame Sesaionl
T

B
a
]
8
[
1
1
]
]
B
8
o
8
]
B
a
B
1
B
B
]
o

EEEEEEEERXTEEETXEEE




DOS Commands 4. cooieoyma)iyp: 9
upchHodecent:s€eseon Program 038058
omecdopmeslgé tasklist Command gl egrcdazude
wntipEeon Program gp:ofepegldioessd Virus djg8lghi asfgrrecd=nbod

Program File 00899030[gblgb 8058c3mb0mng® eaancSdl Command
--';'4 ﬁp:ﬂ]&u\'ﬁl

C:\=taskkill /im programname.exe /f

8 Command grensoSopoopdoplieuiqeed Program egepmneon
I'rogramname.exe eofgddlonoSy

File Extension o .exe 00poddng€oopd: eebljoo:o} Extension
Hoophoptieoedlouds

Virus [gbegoqeeon Bodfwamioobdog: eooScunSeliBcdand
denaSi opgjomeepdypipEomoguSesnionmbien  sooScooSeagam
otdlonods

fmle mdj.eam egradozudpewnntisesoopd Program eogum
Memory Space ofeseorbufentadidoncdi mmuSonfioneon wedme&d
?r‘r.uq'.crmcgmefb:ﬁélmﬁl

Pud Bank . & xe
INAPZLANK . EXE

: -mxn
INAPF2ZRPK. EXE
INABBEWNH . EXE
noglotalk., axe

ilm.oxe

llnanar.axe

lsass .oxe

laans . oxe

vehoet .. axe

InDes ign.exe
MbBerviceManager.oxe 4 z
il e 2844 Lz
ponhost . exe 2776 Console

005bfp§lomadeopSiaBooniqdivads Services $& Console oo
[§bclonude saqpissE Services GendiglqeogadBoiedugdont System
poeaoEqodigbesadd

Console 3pb9meoy 803cgqdlonuds puwn- googletalk.exe

e e e e e e

o oNgE eso o -
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Special NOUE .. veurusrrsmsnsnumsanntncsesnnnsaansasnses
Command Prompt ogEad:ea00 Symbol gp:

Cmdog8adiean aacguSal: Symbolgp:afeeecondenpaonomicng
Gloauds

Symbol Description
* :e0§e0G005005q8aiqe 000 2060do0bH I
7 meborbecdabon codecdopigea 260 |
c0oh§) Directory ododudonigefopn eg ; cd.
meo§caSoeepoiaonean Directory o{ghlgobogoiahs
eg; cd. |
\ Drive, Directory $& File Name copo’ §&gp:@odafs
/ Command oob9e§rodopl cpopeeom Key ypicg,opt
conradiean Slash [gddloocSi

9ohE ee
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T woy Q)

| P i

I

Command Prompt
for

Registry Editor

Command Prompt for Registry Editor

WPmPENEo Registry Editor o Command Prompt [§6o8§:q158
[§8loacSe Registry Editor saefop&iod eveepapooddeoffiean "op§qlo>
aepdigpigorogdSencr” §¢ §rommgofiogliacpanfgl:” onzpbacyyn
oS- {gGg8donuds

eopongpicqbascnbaiys sombih gbdairgiogepdonc
Registry Editor o 0S § seeqdled:odSiqbopbescnqodigbomefopt
B

dlefop& Registry Editor o3 8:go Backup [gopSaonqdecd

oigé eso



GO 20 4:adod(egd)

wogmefimopabodiqua) Command Key 0360% oobponpSiomn
[g8ececd  Rapqecgoqpregdonchi  Slefrpéecoqpgeoiqangan
By 051008000300

obraoboplagypiaacg  Registry Backup  [GopBootBigoeldg
dodss  oqeozpbecgyrdfeunch  coaSocSefopqprasogoimesiifql:
[Ge02Sh 0odgeon§idonodi 8cd Backup cpdosuSeBor Registry Editor
contighgofesorsdidiodepSerf:dordS

Viurs s3oSagierdidracyn Registry Editor ofoprgGofioraadyn
Backup cpbgGefeonydogn

Registry Backup (0cowspbicodt)

Registry Editor o30€eepobaé Run Box ¢o regedit c3§odoopd
coigClocdi po§angfed o§igfandediuci esmaSdencdtiecy [46
qea>324) File Menu o3e&B: Export oBegrgeSch

et e s il T e T i el | e il s (Y
Moy, Typa, | R

] Defanilt) REG ST [value nok sef)
13 GuidCache REG_BINARY Zedl 4aBa 37 e«
g pgHame REG_SZ BCO00000000

R System REG_DWORD 0000001 (1)
2 TreatAsSydem REG_DWORD E0000001 (1)
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Save In choose Box ¢ o8&:con:cdeamegepodppfeud

File Name coo6egeuicdadch

Save as Type Box ¢o Registration File (*.reg) o3cfgp&:egreu:d
Wrb0loochh sagpiendst medseagpadeicnsiondSdoncSi

Export Range esepgreon All ofegieuidadantilonod 8agepyn
[oogofomnmeon 0oddond Error 0005§83000St SBogé 30800
bgSioBad:4: Backup cpbeorgdecSy

Save Button o3ox§8ca5dh Backup cpdogo:diG

BhcopSeopogbicdorend] SiroasoraepolfGiogls 2533
Fle o  oocodsbgei§deo:ndododigéesacgoSonay  Restore RO

- Oﬂ E?EE."I'

= = Ik L L

gtalk forum_files Recovered Files  SaveTubeVideo




90 3§05 (g0)

Registry Backup (go30ogpbicods)
0opqfigecd goBoogpbicobichopadiqpidonsti  eraepopas
o5f358 cnopbeproaBagfipSicobfabionss doveh B5e8icBond
opfgpe>2005GE mpSiouSorcieonagentiondSs
Windows oo05§€eomcimedlen wopspdicodiomnaaalin€don
wfiprogiqgomorbayd mopmpSopecidocss Registry ofpé 0
0005 600} Harddisk offgio5B: comé:ch ap§qomyn Extended (Slave)
safgbonbaotadlecSs
IDE Cable 03op:03 Harddisk eogen Master $& Slave aBf5: Jumper
efgp:cdeuiqiioncS Sata Harddisk 6og¢eom m203me0gpodaBdonaSi
cooS§opdqyomd, DriveLetter C:, D:, E:, 0o0fgEeso0ben aaupbooboobelgs
coodfjeomntiesod OS $¢ Recovery cpbuc) Harddisk OS
omopedlecds GomEiesod 0S 2008 Registry Control File §o3esepo?
agorgleaSy
Windows XP
C:\Windows\System32\Repair\Config Folder
Windows Vista 8 7
C:\Windows\System32\Config\Regback Folder

me3d Folder 220p8:008 6320053 8€ g 8&cBeoy qdaduubi
aqpianif§é=0add g §Eamnffoidioncts

8 9§80 Copy opfly Registry qoSe40) Harddisk 3308 3268d)
apepoplabogfiiigboopiaduchs

I.HUEEIE (S pl=14)
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I A You don't currently have permission to
access this folder.

Click Continue to permanently get access to this

hm

Windows 7 @eBog€ seeefol: Folder qpdgdescl Permission
mogobeoniefornodeeconidyeecdEieny qedh
Continue Button o3ax§&eo:caddh seenfcdodoespadogndh

# 5 Favesites Harme -- "“ = Type Sae
I Desiop & DEFALRT RO ZITPM File 4170 %8
B o, & sam 1ALUI0 ZX M File sl
B Downloads 0] SECURITY UGS File ET
B Recent Places o] SOFTWARE TR0 202 P e 56,304 8
o SYSTEM A0 22PN Fe 12540 K8
@ O Libranes
& P i it
- DEFAULT
- SAM
- SECURITY
- SOFTWARE
- SYSTEM
234l §8 g §eafopeonqyd

contiasa) pfqoreepliy 3208dl g §8aB oxbesepepfopiop
Backup codooniogi€ 0obgE§Ea8o3zadl Restore [g§apb8Edonud

YdeE ;so




9 2§:0303(ag89)

Registry Editor méemo%{m@é:gmc\;m@&:
Regity_kepbofopihobifibodoncts cybofrogolin

o0fgff: cpbe§{FBe/cuS/cocs eogoobgoonidleanionaSy
Command Prompt  ¢fg€eo€enfgBomefodpd opbe§iodckado’

oS00 Key socaogofeopiatooncdaabionc

Name Short Key
1/ HKEY_CLASSES_ROOT HKCR
2/ HKEY_CURRENT _USER HKCU
3/ HKEY_LOCAL_MACHINE HKLM
4/  HKEY_USERS HKU

5/ HKEY_CURRENT _CONFIG HKCC
My oronbopgmion, corSoboomd oondding
2opEBSabn 0 48 1 anfBdoocSs 0 Ropfeaprefbeo
Eﬁmﬁﬁ 1 aepodgdloncSs
Mgﬁmm&mﬁa@:@cm& 0 o3 Yes, Enable, Default, Show
ofapapuSefgeefl 1 odeon No, Disable, Chage(Remove), Hide lgb
RoSendgodidonuSe 268303 Registry ¢ Value cdedl il goic0pSdloneSi
s0cb00obfioBeon:anommeon; Data Type SfgbSloncd 2284
Data Type Gmﬁ?:mm%uﬁmﬁwgamq&omﬁ
REG_SZ
REG_MULTI_SZ
REG_DWORD_BIG_ENDIAN
REG_DWORD
REG_BINARY
REG_DWORD_LITTLE_ENDIAN
REG_LINK

—— ——— ——————————
yoigé mew

ST ————————SSNSS




y

DOS Commands ¢ coodeoymadigp: N[
!EE_FULL_RESOURCE_DESGHPTUR -

NEG_EXPAND_SZ

wo32p:{gr0n Command Prompt ¢fgbomefopé vcovenspbecy
yedal Command Key cogodoobdenyomneducSs

ocoefigo Command Prompt od: Subcommands function key

0oRop 6300508 @abieacEiesiigoondonch

Subcommand

add
delete

query
compare
copy

SdviE

restore

load

unload

export

import

-Function

-Adds a new subkey or entry to the registry

-Deletes a subkey or entries from the reqistry

-Displays the data in a subkey or a value

-Compares specified registry subkeys or entries

-Copies a subkey to another subkey.

-Saves a copy of specified subkeys, entries, and values of
the registry in hive (binary) format

-Writes saved subkeys and entries in hive format back to
the registry

-Writes saved subkeys and entries in hive format back to
a different subkey

-Removes a section of the registry that was loaded using
reg load

-Creates a copy of specified subkeys, entries, and values
into a file in REG (text) format

-Merges a REG file containing exported registry subkeys,
entries, and values into the registry

_ mwm s e e€sms e ——ss—_—_—_—_—_—_,

9oigé ;so
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goboomesfgéenprunggameon; reg add Command key $§03a:
8920205 G=3205¢] Parameter 6oR0[gddlonuds

Parameter  Description

KeyMame -Complete Registry key name. Uses abbreviations HKCR,
HKCU, HKLM, and HKU for root keys

/v (ValueName) -Adds or changes a value

fve -Changes a key's default value

/t (Type) -The type of value: REG_BINARY, REG_DWORD, REG_SZ,
REG_MULTI_SZ, etc. The default is REG_SZ

f_s (Separator) -Specifies the character used to separate strings in REG_
MULTI_SZ entries. The default is /0

/d (Data) -The data to assign to a value

/f -Forces overwriting of existing values with prompting

8onbdlegooepiarcslsl copdogliconia) Registry Controloo8epa?
[a§copSqodopddaisadiygradiqop reg delete Command Key [g§o3odiqeod
Parameter key Gopafeapaonqyach 63mabdeac}E:{gbdoouSs

Parameter  Description

KeyMame -Complete Reqgistry key name. Uses abbreviations HKCR,
HKCU, HKLM, and HKU for root keys

E (ValueName) -Deletes a value

fve -Deletes a key's default value
fva -Deletes all values from a key
/f -Forces deletion with prompting

9oigé o6
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coodeop.saopgeRboPigp:

Boconcbyportiprgbopfinm gorogSopfimmosiin ops
05607 gbesdic8foud devecdamiecddsé condeay,mqjoyeondoond
segeen§monnobghifoprdocs cocBacg RS oq 03 Key
yprroBfgdecpancdadsé oofgpSigpdignicopboonyadh Administrator coep
0EgéomBeomnédlooude

QopoapEaogabopquod Command Key oneony-

C:\>reg ——
oS — cropodypoodieiiposncScfomggfiomdi re
8,0805¢ [godeyroneonp Subcommand key Goplgddlonudi GE:ago05ye
Parameter key cogododfgodadlecS 3Ry, pa$iqd Formula ooeoy-

C:\>reg subcommand Variables

[3600uSs soaSeocbffronbecy, eaprofogpdaeamts

ooecSopypssan: Command Prompt [9§ Registry Editor ofeapd
oS prcogSorciogfiaoctiondiipl  saacsoSebfiapepnct
pogSaocgions

REG ADD

vooedigo reg add ofcoodeop IopqgtigdecSs Formula meo
e3005013203E:{5ddonuds

reg add KeyName [/v EntryName|/ve] [/t DataType] [/s separa-
tor] [/d value] [/f]

OR
REG ADD KeyMame [/v ValueName | fve] [/t Type] [/s Separator]
[/d Data] [/f]

qﬁgﬁ @60
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Use For Networking Command Line

Boobel Network §odeocdepsé Network 8E:adEepanoy: Com-
mand gp:odqiladecds vooeBied: oludadiesoy opdqjome, Feupdeo:
conigaaBodogiCeamncholaecde: apqdecds

C:\=hostname

cooBiotiagorgao320pSoRocBiISGucH Begd conShs
sonbadeso) Network &, IP Address o3o383a0p05meo

C:\=ipconfig

ofadiqdecd Networking oponoopbecgaaodgpieds Command
OfgbdoncSn Network §odeoodepe cB88:8/wdi euiconc) IP Address
0800k oomeoymdenpomodeso:dlgbolonud m8mmneon IP Address
odobeaoichzedl adiqdloouds TCP/IP $¢ Network Adapter §odaoobgaddl
odce0:§Elonod




DOS Commands .1.|: OGO T ,;}:.” % ICH

a4l ipconfig  ofcjecdodftas oo Command qpeod
nunoiopé soodeoodencondh

C:\=ipconfig /all

§loogy 000oE:ieon0b Detail 038o3:qdlonuSi MAC Address copaddl
S EClonud Gmﬁgcmﬂaxﬁl

C:\>ipconfig /release

cocd§fodeocboomican Network a3qbca50dh

C:\=ipconfig /renew

Network oSeocoongypio} meeglgicopbectasst:colgti(g
UlonoSe

C:\>ipconfig fallcompartments

C:\>ipconfig /allcompartments /all

Networking 520g05 see§iocpypiododeso:dadidloncSs

moddopmeslgé  Networking  opongbodgnicopbanfgddon
GElgqodypiod  goropSenfgdfn  Network $¢8Eres0plgbdogE
sofecbagron deont:dondSi

ipconfig §,6§205200503320digpi0} eamadoptaesdigoonidioncdi

C:\>ipconfig /?
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IP Information Gogecoand

Network godeocdgeoplgonboon:o) og$o0Soobpewn 1P eopod
odoyegiobicoonaggé-

C:\>ipconfig /all

opopiqdleud eop [GEquul 1P Information GORONGOTY-
- Host Name
- Primary DNS Suffix
- Node Type
- IP Routing Enabled
- WINS Proxy Enabled
- DNS Suffix Search List
- Connection-specific DNS Suffix
- Network Adapter Description
- Physical (MAC) Address
- DHCP Enabled
- IP Address
- Subret Mask

- Default Gateway
- DNS Servers
hl:mmndllrwpl . ) IE‘...E'_'E
5 don s st < s - = .. .. F Atheroe ARB13Z PCI-E Fast Ethernst Contr

Uireless LAM adapter Wireless Metwork Connection:

........... : Hedia disconnected

....... erop ARYZEE Wireless Metwork Adaptes
—C4

I2-5A
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[CP/IP d{@mn&ﬁéaémm@&
Network mﬁ?%fﬁmrﬁm}:ﬁ: TCP/IP ofjgdcopbodeso:cdodmndl
wtnosol Command [g€edesozgdlonudn

C:\>netstat -an
8§ Command efopé Network §oSeocSconicam PC IP Address
Wi 639005019038 :603 [gEqulonude

8 Command @ogod  Networking GOPOODGHOPYPIF0R05

audlgeonfgtilgbomelopd fgprodecdopypianoged  wecvio€eos
me0.8cbeqEfgeond

Networking — eopodesopqpiaeczed  soobeoodecoon§Ed
03p:aed 6§20520050) Key 6ogodeonSaundeildoondoncSi

9hut ;so
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%

a Displays all connections and listening ports

b Displays the executable involved in creating each connection or
listening port. (Added in XP SP2.)

-e Displays Ethernet statistics

i Displays Fully Qualified Domain Names for foreign addresses. (In
Windows Vista/7 only)

-n Displays addresses and port numbers in numerical form

-0 Displays the owning process ID associated with each connection
-P proto Shows connections for the protocol specified by proto;
proto may be any of: TCP, UDP, TCPv6, or UDPVE.

-r Displays the routing table

s Displays per-protocol statistics

-t Displays the current connection offload state, (Windows Vista/7)
sy When used in conjunction with -b, will display sequence of

components involved in creating the connection or listening port for all
executables. (Windows XP SP2, SP3)

netstat  [gEojecSabiqead  key e003pqE:3203E: 320005098
eubfgeoidoSdonuds gSiomiconod Key 60R0%0:q6n0l

63n030059 [gEapEioneon cond§§oSencSomiod Active Con-
nections cogoBedaon:omndh

C:\>netstat -b
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[CPAIP $00520050 safep: Command gpioSecpcn(gs:
Network $EooSa005eom TCP\IP PeR$:8E03 Command eopad
Lochooodengameaaie-
C:\>netsh interface ip show config
doncopd: IP efesSjgeciol Command dos

C:\>netsh interface ip set address name="Local Area Connection"
static 192.168.0.100 255.255.255.0 192.168.0.1 1

% Command meox IP Address copdodpadloriqedgbdonuS
fepepy> 1P Address Gopodeon BoS[FoScopdeurgdiondSi wofep:
bgodiod 6§2053E:9m0600:80538geonAoocSt & command seeosh
4pep:of Administrator onegadiogi8ageorSdoneSs

C:\>netsh -c interface dump > c:location.txt

doneony 88obesogeloplaficonss 1P Address eogod Drive
C: eam05¢0 locationl.txt s2fg8efgrEicdo88:e05:88:8050mdh Admin
mamogélgeonol Command Key [§6docSi

B Administrator: Command Prompt

:n>netsh —c interface dump > c:location?.txt

Cav>




[-]9 mﬁo@rﬁ{sﬂﬁﬁ}
mcﬁﬁomj;u :ﬁ&c&'ﬁcﬁ) Notepad %@W

PO

interface configuration

shd interface

'E I‘-;

:! End of interface configuration

_ pushd interface hrrpstunnel
reset

g End of IPHTTPS configuration

pushd interface ipv4

reset
set global fcmpredirects-enabled

add address name="vMware Network adapter winet8” address=192.168.163.1
add address nm- veware MNetwork Adaptcr winetl™ address=192.168.110.1
add address name="Local Area Connection” address=192.168.200.1

popd
# End of Ipvd configuration

o00dogum  Network §obeooSqodsnicopboplgbden esmody
Command omeadofesdloncdt mecoodd 1P Address of .txt sofgd
B&:contomem: cob§§gs BE:qoded [G§§058cB90603s0¢l Command
B S o

oucdpaoddgapoeon  oobespdy  wwpdopsbe
0oB6:§8a0cd [gEedloymadigncopd: swpdsd codepegep (File Loca-
tion) ¢§8cSdonedi enecSapypigoicopbeoqd Drive C: eaacSersyse
Bbfjoonicd [ghed qomropSiaguSopomdi

C:\> netsh -f c:location2.tx*

lﬂl‘ﬁglﬁ BE0
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Bcdodop §Eieo§Eayeafgr: Command meom-

C:\>netsh exec c:location2.tbxt

OfgbiloncSs cpbeamEqobescyopdon -f egepy Global Command
M exec §elgpeiodrcdadombogdonud

as:ncﬁ? Command o>eoop automatically obtain an IP address

from a DHCP server sacgabfgbdlooud

C:\>netsh interface ip set address "Local Area Connection” dhcp

C:\> netsh interface ip set dns "Local Area Connection" static
192.168.0.200

C:\>netsh interface ip set wins "Local Area Connection” static
192.168.0.200

200050 Commands oneo; configure DNS and WINS addresses

mop0opabsbionddy

C:\>netsh interface ip set dns "Local Area Connection” dhcp

Sloneoxy NIC o configure [giopGec dynamically obtain it's DNS
settings 520305 Command [g8dloocSs

8 Command eopafieon enegopaecaniBoduqligeondogn Net-
working gn:copSapeogacgoboneo geadoé Command Goglgbendh

goigé eso
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Command [4¢ IP Address c0pdapé:fiodeond[ge:
Home & Office Network mﬁ?@cﬁcepﬁn TCP/IP Address a:m%?}
cP6dlooude Gp§aandss Control Panel >>> oSpangodeocdfordloncSi

5]0%03@335@& n;ﬁemﬁqrﬁqp:@@ Command Prompt o3u§o5e005
£Edon0Se

ERRI003Yq02e07 fpfaigt camd et st oq,0p8e05
3o00§ Administrator [§8e8eqdkecSi cmd Siepodaendeofogoi: R-Click

Menu ¢ Run as administrator [g€aoogEeo:dh

= |

: n,’ Nol @ Run as administrator
Q 10 Pin to Taskbar
i f U
Pin to Start Menu

o20053p0m Run>>cmd [g€oteepadafe: TCP/IP

ﬁméag&@&m&% 8&:e0dlon 68305013088 Message cofl: Admin
oBeomnE:aldo8guc

F ChAWindows\oystemdXiemd exe - netsh | 0

sisllsers Aopire reds

dradd addrezz “local area connection™ 192.168.2080.1 255 - 2hh .2

ration reguires elevation (Run az adeinistratord E

wetzh interface dpud?
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Gaodol ool netsh ofodl: Network setting adoBolaeepad
b ofaddiodoteepadagromaeoy qdkeSs

BN Administrator: Command Prompt - netsh

icrozoft Windows [er-n-inn ﬁ.l.?ﬁﬁﬂ
sopyright <c) 208%? Microzoft Corporation. A1l rights reserved.

tslindowsssystend2 dnetah

ptzhs

63054 Gyeon interface offgé Network setting [g€eotefoobd
0Eeepoddonudi netsh interface s3fcieodogiomodoncdigdech

BN Administrator Command Prompt - netsh

icrozsoft Windows [Version 6.1.76861]
opyright <c> 2B Microsoft Corporation. All rights reserved.

wHindows~systemd2 netsh
etzh>interface
etzh interfacel

8oobdlgneony 1P cuiglaqf ipv [36 cobdoleepadileaSi net in-
terface ipv4 a@@:mﬂéaﬁc%mﬁﬂgn:ﬂuusm

B Administrator: Command Prompt - netsh

icrosoft Windows [Uersion 6.1.7688]
Copyright > 2889 Microszoft Corporation. ALl rights reserved.

Slldndowsssystemd2 dnetash

etzhrinterface
etsh interfaceripu
etzsh interface ipudl

Network codpo$cB:d PC acgaf§odeonSepen IP afom wdlulgh
005905qo08elgddlonudn Bcd¢n Internet Protocol Version (IV) o

.-I-.fnﬁl:eog_%&ﬂmuﬁn Version 4, Version 6 G@E&mrﬁu
320019107 IPV 03602} Version 4 Sfgbolonudn omdadiadidl IP Ad-
dress cogu Network oobeodyn wopfordloge

L'HUSUE EE0
av



FIATy
rporation. A1l rights resorved.

26d9p0p8e0z c4q00ma0% 1PV4 ¢ TCP/IP c0pdop€:alad
oAk mc@:acﬂ&:nﬁcm@am&m@awﬁoﬁm&.ﬂmcﬁn

add address a@@.oﬁrﬁﬁrﬁeﬁ@x&m:ﬁl "local area connection"
ﬁqﬁ@*ﬁ@m@mcﬂ&ﬁsmﬁm&@emﬂmﬁu

3p.65205m0c303 1000n 100607 $63p88A00cSi ocowonde
@ IP Address [ o405006380me0m subnet mask [36AoncSi
56058908 Space @'ermnof:méam%@&

Gmﬁ?(?mmg @m@&mq&rﬁeugsmal méua&
oBobo) mrﬁscposﬁuﬁoﬁam:ﬁms@
=

{© Obtain an IP address automaticaly

i@ Use the following IP address:

IP address: 192.168.200. 1
Subnet mask: 255.255.255. 0
Default gateway: TN 2

Obtain DMNS server address automatically
i@ Use the following DNS server addresses: |

Preferred DNS server: R e e |

Alternate DNS server: . . : |

e R R

odgé enso

NN
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Networking e8Eep Command Formula qp:

Command Prompt [4& Network BEepaacdfg8tay key 04,07
aanchopteudigeoicaddoncds :600:803ugSigeondops BudScbon
[Bponecgeonfoiglcdodds

=8moyeh Formula cogcdaepoopdeuiconoyecgad eedhay
5204{36 5egoSacgron§yndh [1{}e0pa Commanddyacophagectdh

1/ NET ACCOUNTS

account settings coaBp3§E:8aacz050p:diooctn

[/FORCELOGOFF:{minutes | NO}] [/MINPWLEN:length]
[/MAXPWAGE:{days | UNLIMITED}] [/MINPWAGE:days]
[/UNIQUEPW:number] [/DOMAIN]

2/ NET COMPUTER \\computername {/ADD | /DEL}
Windows Domain Controller aogodaafgp: Computer 6l go§a8dh

3/ NET CONFIG [SERVER | WORKSTATION]

cood§adieseoo server $& workgroup settings :.ﬂ:::o?:acx;cm@_c')ll

4f NET CONTINUE

m203:fgjoonta} service 8&:0he00Scocderpengd

5/ NET FILE [id [/CLOSE]]
server edl¢o Share cono3@Eeogadenprondd

S =q|u5§E=m &0 .

I ———TT
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20 0§:cfo3(sgdd)

6/ NET GROUP

[groupname [/COMMENT:"text"]] [/DOMAIN]

groupname {/ADD [/COMMENT:"text"] |, :LETE} [/DOMAIN]
groupname username [...] {/ADD | /DELETE} [/DOMAIN]

network workgroups e38epcpbeficn€ Add, delete, view Gepdes
[g&AonuSe

7/ NET LOCALGROUP

[groupname [/COMMENT:"text"]] [/DOMAIN]

groupname {/ADD [/COMMENT:"text"] | /DELETE} [/DOMAIN]
groupname name [...] {/ADD | /DELETE} [/DOMAIN]

$005(6) Command [§603 Net Group $& 3000901018

8/ NET NAME [name [/ADD | /DELETE]]

messaging s3Eepapdefiqpiaacgod copdfat:/qoSEliGepSass

9f NET PAUSE

network service 03 qa3&:(Pause) o$aSomndh

10/ MNET PRINT
\\computername\sharename
[\\computername] job# [/HOLD | /RELEASE | /DELETE]

Network Print s3&epcpBefiqpio} o§38aprqdonaSs

11/ NET SESSION [\\computername] [/DELETE]
o8eepaSeeniooioiogfqgomeogoBoszddn
==%=========

u_;nﬂg@ 0960




DOS Commands :{ comdeoymadigp: 7
12/ NET SEND
{name | * | /DOMAIN[:name] | /USERS} message I

Network c§&:ed§aafgn: PC 00bopiod message Ga§odidlonad

13/  NET SHARE |

sharename

sharename=drive:path [/USERS:number | /UNLIMITED]
[/REMARK:"text"]

[/CACHE:Manual | Documents| Programs | None ]
sharename [/USERS:number | /UNLIMITED]
[/REMARK:"text"]

[/CACHE:Manual | Documents | Programs | None]
{sharename | devicename | drive:path} /DELETE

Local network share s3€epe§iqap:aacg05adiiloncSs

14/ NET START

Network service s§€ep8oo005eaSyqproontefanaifgdonud

15/ NET STATISTICS
Workstation $& server cogadlg network statistics eogo8ecpcmel

[36AoncSy

16/ NET STOP

Network service cpbeacnqodypio? ebon§g$adidlonuSs

HJUSH& Bs0
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17/ MNET TIME
[\\computername | /DOMAIN[:domainname] | /
RTSDOMAIN[:domainname]] [/SET]

[\\computername] /QUERYSNTP
[\\computername] /SETSNTP[:ntp server list]

Network odl§) sofgp: computer 0080313, 6558324803 eopan
&@a@&cxﬁ.

18/  NET USE

[devicename | *] [\\computername\sharename[\volume] [password | *]]
[/USER:[domainname\Jusername]

[/USER:[dotted domain name\Jusername]

[/USER:[username@dotted domain name]

[/SMARTCARD]

[/SAVECRED]

[[/DELETE] | [/PERSISTENT:{YES | NO}]]

NET USE {devicename | *} [password | *] /HOME

NET USE [/PERSISTENT:{YES | NO}]

Connections §o5eo0SqedEepaacdsfy Command qpifgddloncSs

19/  NET USER

[username [password | *] [options]] [/DOMAIN]
username {password | *} /ADD [options] [/DOMAIN]
username [/DELETE] [/DOMAIN]

§o5e005000:03 PC Slgewpcd Domain ofecpconadidonoSs
godeé mso
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2 w§:afm(egfd)

MS-DOS 55035:.?.3} .’3:}035: Setting qp:o%@&aotgﬁ& |

29.8C19o98{4302000305 er0cSapadidoopben Geffgacs cafel
Command Prompt Windows ooofg®doncSi

mdeepé  ego0ddedyn  migeeplonalilss cedlgesl:  Font
Qdancopd:  obfkfranfgesomecydarnmfecy eiqeon  gfiomnecs |
co€onuSesh

doy ©26050p805(f05 [GEaptisE Setting qpopfgEeotalfd
ca:000dr 8oB(e3icBlgE sotfoipSqeanti

ocoudig> cmd [§EeEcdoddh Title Bar ed¢n Right Click $6[G: Da-
faults ojeg:qudeorqdlucSi

Minimize
Mazimize
Close
Edit
Defaults

Properties

eggodgd $Odficloncdt eso05e8oog cmd SPErnodudelgé:
oon:00cd [gbesengoqt Defaults opegaeifgeoadiuads

Slooopod wopodiesoopd cmd opomlyeotodon€ Properties
apegqudqdecs oeepodyelopd 6 [gfqeed Setup Box ooeomp
3209045 dlefopé oodpodomngtfgduads

s —

e .E
UijD [3p]=t]
s
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Command History Edit Options

Buffer Size: 5 K  [JQuickEdt Mode
(| | MNumberof Buffers: 4 [  [@inset Mode

[ Discard Old Duplicates [¥] AutoComplete

medl ey [GEesqomaneon; Defaults m0p8:¢ Options Tab
eanadpapbeamnioqypigbdosud

Cursor Size o3o¥:e004gEe0€§Edloncd duSoncommeasianad:
o

o3ud§odooni0y  Command  eog0BaB8:e0pSiauiaonionnodaopd:
meqaaopadyteoteudalog Command History ¢afgE§Edonud

oqbomeogoeon oBuSoBEanebiandlododcdoSd Edit Option
seBecfpomdh

q}rﬁgé D




Forit [ Bold fonts

Hr Consolas
¥ Lucida Console

Selected Font : Terminal

Each characteris:
8 screen pixels wide
12 screen pixels high

oK || Cancel

8 Font Tab 03¢260% 60p (4865603 Font (écoy sgudmeieay
HaEeobREdlonctn Size 3pbogn mguSmexfqESERy Font spbpercon
opapacneuiconidonddi [RjedomonbeegiqudidoncS

Qoigé eeu
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wm-iﬂal

Scmmﬂ.ﬂuﬁl:n

-Wh

Window Fostion
Top: o =

03 a'l

EﬂE|
+i[E

[5F] Lt mymteen position windaw

Layout Tab ¢neo 6og [4Ee540) Windows sagoSesseniol§§oad
3500556005t

eanod0pé Color Tab ohecgfalailech egncddmaeepEst oo
mep&o%cﬁ BB[Rdg8:0p8Ednudi o3 05=@é<ﬂ§=l

TR S ey s————
B B g6t BBsobeoncocfocg adec

© Screen Ted Selacted Color Vales

@ Screen Background Red: N
© Popup Text Goen: 0 [
) Popup Background Hue: o B
ENEENEEE TN [
Selected Screen Colors

Selected Popup Colors

G HWINDOWE > dir

SYETEH <DIR> 18-81-99 Sl
SYETEH3Z <DIR> 18-01-9%  S5:@i
EFEN T T™T DEANE 4 B 4 00 [ =]

_—_——————

qnﬁgé EIED




70 04:a05( egfd)

.faﬁge
B install
Eol s o

1M 117 H -
A3-82-2011 H 41 ipscan.bat

A7:19 PH <DIR> Kpcms
] B5:13 2,381 location2.txt
{ 89:21 46,774 MDACSET. log
81232011 B91:25 {DIR>» Models
1-: /14,2089 @9:87 AM <DIR> PerfLogs
H2-,22-2010 B2:23 PM 16,336,546 Persif.sys
91-26-2011 11:13 aM {DIR> Picture

B2-27-2011 B4:84 PH <DIR> Program Files
B3-82-2011 @8:16 PM 727 regedit.bat
91232811 B1:25 PM <DIR>» Resrc
A3-83-2011 Bl:14 PM 8 scefg.sys
H3-82-2811 11:51 PM 158 tessss._bat
B2-18-2011 @3:86 PM <DIR> Test
12-08-2010 B5:48 PM <DIR> Users
A1-26-2011 11:13 aM <DIR> Uideo
A2-26-2011 B4:30 PH <DIR> Windows

| 16 File<s> 16,391,682 bytes

19 Dirds> 57,913,573.37%6 bytes free

| x>

yodgé eso
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Control Panel
CONTROL: opens the control panel window
CONTROL ADMINTOOLS: opens the administrative tools
CONTROL KEYBOARD: opens keyboard properties
CONTROL COLOUR: opens display properties.Appearance tab
CONTROL FOLDERS: opens folder options
CONTROL FONTS: opens font policy management
CONTROL INTERNATIONAL or INTL.CPL: opens Regional and Lan

Guage option
CONTROL MOUSE or MAIN.CPL: opens mouse properties
CONTROL USERPASSWORDS: opens User Accounts editor
CONTROL USERPASSWORDS2 or NETPLWIZ: User account access

Restrictions
CONTROL PRINTERS: opens faxes and printers available
APPWIZ.CPL: opens Add or Remove programs utility tool
OPTIONALFEATURES: opens Add or Remove Windows component

Utility
DESK.CPL: opens display properties. Themes tab
HDWWIZ.CPL: opens add hardware wizard
IRPROPS.CPL: infrared utility tool

JOY.CP: opens game controllers settings
MMSYS.CPL: opens Sound and Audio device Properties. Volume tab
SYSDM.CPL: opens System properties
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TELEPHON.CPL: Opens phone and Modem options
TIMEDATE.CPL: Date and Time properties
WSCULCPL: opens Windows Security Center
ACCESS.CPL: opens Accessibility Options
WUAUCPL.CPL: opens Automatic Updates
POWERCFG.CPL: opens Power Options Properties

AZMAN.MSC: opens authorisation management utility toaol
CERTMGR.MSC: opens certificate management tool
COMPMGMT.MSC: opens the Computer management tool
COMEXP.MSC or DCOMCNFG: opens the Computer Services manage

Ment tool
DEVMGMT.MSC: opens Device Manager
EVENTVWR or EVENTVWR.MSC: opens Event Viewer
FSMGMT.MSC: opens Shared Folders
NAPCLCFG.MSC: NAP Client configuration utility tool
SERVICES.MSC: opens Service manager
TASKSCHD.MSC or CONTROL SCHEDTASKS: opens Schedule Tasks

Manager
GPEDIT.M5C: opens Group Policy utility tool
LUSRMGR.MSC: opens Local Users and Groups
SECPOL.MSC: opens local security settings
CIADV.MSC: opens indexing service
NTMSMGR.MSC: removable storage manager
NTMSOPRQ.MSC: removable storage operator reques's
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WMIMGMT.MSC: opens (WMI) Window Management Instrumentation
PERFMON or PERFMON.MSC: opens the Performance monitor
MMC: opens empty Consale

MDSCHED: opens memory diagnostics tools

DXDIAG: opens DirectX diagnostics tools

ODBCAD32: opens ODBC Data source Administrator

REGEDIT or REGEDT32: opens Registry Editor

DRWTSN32: opens Dr. Watson

VERIFIER: opens Driver Verifier Manager

CLICONFG: opens SQL Server Client Network Utility

UTILMAN: opens Utility Manager

COLORCPL: opens color management

CREDWIZ: back up and recovery tool for user passwords
MOBSYNC: opens Synchronization center

MSCONFIG: opens System Configuration Utility

SYSEDIT: opens System Configuration Editor (careful while using this
command)

SYSKEY: Windows Account Database Security management (careful
while using this command)
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Windows utility and applications

wopewdfgoon:c) Command Key cogoneoy DOS od:egql: Appli-

cation 00bppodebafcdantoimdyn mocpuSelsed cu:qod Commands
a03(gbdlonude

EPLORER: Opens windows Explorer

IEXPLORER.: Opens Internet explorer

WAB: opens Contacts

CHARMAP: opens Character Map

WRITE: opens WordPad

NOTEPAD: opens Notepad

CALC: opens Calculator

CLIPBRD: opens Clipbook Viewer

WINCHAT: opens Microsoft Chat Interface
SOUNDRECORDER: opens sound recording tool
DVDPLAY: run CD or DVD

WMPLAYER.: opens Windows Media Player
MOVIEMK: Opens untitled Windows Movie Maker
OSK: opens on-screen Keyboard

MAGNIFY: opens Magnifier

WINCAL: opens Calendar

DIALER: opens phone Dialer

EUDCEDIT: opens Private Character Editor
NDVOL: opens the mixer volume

RSTRUI : opens Tool System Restore (For Vista only)
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%WINDIR%\SYST. EM32\RESTORE\rstrui.exe: opens Tool System
Restore (for XP only).

MSINFO32: Opens the System Information

MRT : launches the utility removal of malware.

Taskmgr : Opens the Windows Task Manager

CMD: opens a command prompt

MIGWIZ: Opens the tool for transferring files and settings from Win-
dows (Vista only)

Migwiz.exe: Opens the tool for transferring files and settings from
Windows (for XP only)

SIDEBAR: Open the Windows (Vista only)

Sigverif : Opens the tool for verification of signatures of files

Winver : Opens the window for your Windows version

FSQUIRT: Bluetooth Transfer Wizard

IExpress opens the wizard for creating self-extracting archives. Tuto-
rial HERE

MBLCTR: opens the mobility center (Windows Vista only)

MSRA : Opens the Windows Remote Assistance

Mstsc : opens the tool connection Remote Desktop

MSDT: opens the diagnostic tools and support Microsoft

WERCON: opens the reporting tool and solutions to problems (for
Vista only)

WINDOWSANYTIMEUPGRADE: Enables the upgrade of Windows Vista

WINWORD : opens Word (if installed)

PRINTBRMUI : Opens migration wizard printer (Vista only)

e ,——
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Disk management
DISKMGMT.MSC: opens disk management utility
CLEANMGR: opens disk drive clean up utility
DFRG.MSC: opens disk defragmenter
CHKDSK: complete analysis of disk partition
DISKPART: disk partitioning tool

Connection management

IPCONFIG: list the configuration of IP addresses on your PC (for more
information type IPCONFIG/? in the CMD menu)

INETCPL.CPL: opens internet properties

FIREWALL.CPL: opens windows firewall

NETSETUPR.CPL: opens network setup wizard

Miscellaneous commands
JAVAWS: View the cover of JAVA software (if installed)
AC3FILTER.CPL: Opens the properties AC3 Filter (if installed)
FIREFOX: Mozilla launches Firefox (if installed)
NETPROJ: allow or not connecting to a network projector (For Vista

only)
LOGOFF: closes the current session
SHUTDOWN: shut down Windows
SHUTDOWN-A: to interrupt Windows shutdown

Qg es0




ols 204:080(egfd)
eaaee————
%WINDIR% or %SYSTEMROOT%: opens the Windows installation

%PROGRAMFILES%: Opens the folder where you installed other
programs (Program Files)
%USERPROFILE%: opens the profile of the user currently logged
%HOMEDRIVE%: opens the browser on the partition or the operating
system is installed
%HOMEPATH%: opens the currently logged user C: \ Documents and
Settings \ [username]
%TEMP%: opens the temporary folder
VSP1CLN: deletes the cache for installation of the service pack 1 for
Vista
System File Checker (Requires Windows CD if the cache is not avail-
able):
SFC / scannow: immediately scans all system files and repairs
damaged files
SFC / VERIFYONLY: scans only those files system
SFC / Scanfil = "name and file path": scans the specified file, and
repaired if damaged
SFC / VERIFYFILE = "name and file path": Scans only the file
specified
SFC / scanonce: scans the system files on the next restart
SFC / REVERT: return the initial configuration (For more informa-
tion, type SFC /? In the command prompt CMD.
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Batch File cpbesonéaqp:

DOS Command gpiofenyconoyzedl ad:oqédcdueon Batch File
ﬁlnﬁsmﬁg@:ﬁaﬁﬁ&aﬁ&imtﬁl |

Batch File e3o2> Command Prompt 832800303 %603, §8:c0y
b secontiehicBiieoypt:§8c3 One Click Program 26001e00:0069
qB0opS8Eq cenl:ipE§Eqaogumcupd: Batch File q.eomégod
c0pddr dleogaBoooS§ Windows User eogudongeononjopedh s e
BeomnEualfogdlogn

266:290R005000509607 DOS sdox ocdgfg€opeoy $pSiwpx
GORO0PEOREI0R05 IGoEedi0nds05[83AuSIDOS s Harddisk
#¢ 05 qpic} 36078:00:0§38803 apiaomBicopSf§aoncSs

8cd¢o Batch File copS:iddomedh Program meeoniecoiowd
0§5:§E[G: 3a0guSonopodfieapl:EdonaSy dlefopg 02005 apgpiasopad
005206000051 9oSooeanndecoondlgedaSdonuSs

2003{gqeomeon  wemadfiescd Windows 0OS eogeden
c98as028§8g8acy strnct cpSBEaorSs 4eSRadencH SofEps

o26050p0305088 v§oBienpaunoiand @&Gmmﬁﬁsgﬁﬁmﬁcﬁ o920
uDDEm’.‘aﬂél

Bonb§Eoneon; Programming eopaoepuw Batch File 6003
smiopodecpemdlogdonaSe o26epopeoddo; Batch File Guide Book
ecoonBog€ oagiedsn 00 Edk§doruS

28msfcfq€omnmeon Batch File umenpand oyjodjgdioncs

aPondh  wyesBgermeon mgbaqpieco:anfgbionddt  defpdag
oecdopmasfgé daogndag€eonSeondeapaonnnddossS

EIJHE=Q§ G0




DOS Commands :E o aogmadiqp: e

Batch File op€abieax Key Word qp:

@ECHO OFF
Batch File o3¢oonBiewnEisbeswcd Code Command cogadelgl
codaddlonud

ECHO.

o ghoamd oopboFEcEHigghidonss

CLs

=o[gp: Command gpefiesagie 2oggEicdadbomnd

PAUSE
Run aofyn aogabook agfEFpiecrdonc aoefd key ofS
Press any key to continue ....... BReopgtadecd

FOR

Command 0o89cfpp$:e881 coodeepaieed For Command oaj:q
AoouSi

IF

Programming Language GopyGoRqqpioy  Key [§8A0ouSn
Bu5§Ei00030503 cpbascnBayrda? [GeBeedd.comadobasoeofu fogb
pp$:e8q05 Command opewné:gEeod§t:donud

YodgE ers0
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REM

88pp§:eBqi05 Command meloplio? m2600:805 Note apboon:
c3opmedkni 6&: Note 0% Program Code Line oupodeopt: rem mesdg
cuicontlonnds

CALL

o[z Batch File 0369 pp$eBed upaoisadien Call BadigdoncS

GOTO
2R$ic0%03  Command Q&:ecp0lemsofafooapd oy
enfiagprogennd spadec

EXIT

agioonic) cpbasonbapofcgBogosa Biaodatradoxs

CHOICE
=algp: program mbgpcdent:sal egquddteodoncdi

SHIFT

Batch File §,2005¢05q103008908 ag 6jgr8:88:e0038f0F:AoocSs

START
Program mﬁ?ﬁagamsprﬁgﬁmé},%&ﬁmdﬁu




DOS Commands 4 oGOy igo: @2

Batch File gpionpbesonoifgés
$940 Batch File gpio® Notepad weegl: Fa0pdonbgevion File
Extension ofeom .bat [§€ 8&:euiqdlecds pown - test.bat

enechagypizeoped codfgpeponbameony Windows 7 enadag
Notepard o3g&apaesl Right Click => Administrator ---- [g€ aog&eoglouds

6§005000505:006007 Administrator gg&oon:ol Command Prompt
BogEolaeapadesponigtdh

Notepard eeepoglel: Bod§odeerltearicopds Command
Prompt ?Gq:ucﬁmﬁcﬂﬁaﬁm(ﬁﬂ command mﬁ?n'?zsﬁ.c{%maﬂmusu

C:\>=edit flower.bat

& Command ¢ flower egepynfofodomeu§tdoocdi gE: Com-
mand efop&esmnaddenc?: Command Prompt Edit windows g&condleoS

B Admenitraton Command Prompt - edit fower bat ol o
File Edit Hearch U Opt fon

Flprespt yodsnoed ¢ [pjodomee: File Menu ode Save [g¢
a8&:eui0qCaOl File Location onsompangeodoncdoongedlonud

euicontaopSoneo) C: ezmadeadh

woSgE eew
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$¢§°02890508{03p05E:
spiomeslgbesnoidmaiboqioiolqesnts  oqfoomqop:
ez Command Prompt 0o588:decS

vcoegign Command Prompt o3 Administrator [§&g8eoidkecSs

Brogi€esnnddl Command B&odh %Emér@%&@rﬁcu:@ﬁﬂmtﬁn

C:\>edit tiger.bat

g&oono} edit windows ¢neecSd Batch File Command qpod
§oSoopbeurd

@echo

@color 00

@nbtstat -n

@echo

@pause

BN Administrator: Command Prompt - edit ipscan.bat
File Edit Search Uiew Opt 9
Pecho :

Beolor BB
Enbt=stat 1

Fecho
@

pause

gcfGeogE File Menu => Save 0b0E8060i0doSdh Drive C:
@32009¢0 ipscan.bat :20p5fgé o88:099:A08GwuSe

G&: ipscan.bat Icon oBoncobsbaoS 8 B ER

& hi 1/2/2011 557 Pp Windaws Batch File 1 KB
5] ipscan 322001 7:13 PM Wingdegws Batch File 1KB

9od0E s
0C
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Gepa0gORGOReeeSadogt-

@echo oneoxy Command ceblggodecy $E8Ak

@color 00 6o Gefaaadimo:seceptooniondh

@nbstat -n oBeqdExneacmnffoo:edagfaldonud coddq 1P
Address o30dc3050000h

@echo o @pause :20305[g§0g058cdcogeentaBEHd: Press any
key to - aBf5: [PBjodep key oBeoniegdloncd key 00bpa§bedodogé
[g§ogodagadonch

e3005¢¢0602; C: egaabm ipscan.bat o Run co2cBfgEaa3edly

c3&:8d8 Screen mﬂ:m’:::o% 1P eubfgoondgtedioh

B C:\Windows\system32\cmd.exe
ECHO is on.

Connection:
Node IpAddress: [B.8.8.8]1 Scope Id: [1]

Mo names in cache

lireless Metwork Connection:

Node IpAddress: [0.8.8.8]1 Scope Id: [1]

Mo names in cache
ECHO is on.
Press any key to continue . . .

& Batch File ¢ @ eopoBasefopéiodEadioonomanddiyl
woScoEdonudi wadiogBomighoocdr gllecdt e§n0dcbyjodsre¢a3ol

6jop8:3E:a} eop [§Eeocd mldEqbeoomadl

[ C
FTeslolafapl=1é
Qe
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B C:\Windows\system32\cmdexe

C:~>echo
ECHO is on.

C:\>color B8
C:\>nbtstat -n

Local Area Connection:
Node IpAddress: [B.8.8.81 Scope Id: []

Mo names in cache

Wireless Network Connection:
Node IpAddress: [B.8.8.81 Scope

Mo names in cache

on.

C:\>pause .
Press any key to continue . . .

oprododoy  Command  Key  eopodaguSooScondgliudomod
:0005A)m03Ee0p qilosuSs

e§20588:9 Batch File ¢piofengaoncysad] §aBaongnd g Batch
File ¢> ECHO o Off w000:0 On contomnoodBigideoSco8onuSesh
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Registry Editor 03805[g€:9¢[g€:0% oB5:q168

80obdlodiend Batch File omegpdicoSecbecSeofonuhn meod
Gon€oomncldh  [gopbeoommeony Registry Editor odgEodigism:
we0idsé cudodcdbiqbomndh

ez0H0| BatchCommandgpiadesroopbeplocdiBondaléaavpbod
regedit.bat c8eorqéanfeorbuudoolionuds Notepad codeepaen Com- ‘

mand Prompt ondeepaepadloncd

@ECHO OFF

PROMPT $P3G

title GS TECH (BATCH FILE-2)
:CONTROL

cLs

ECHO.

ECHO GS TECH

ECHO BATCH PROGRAM
ECHO IP ADDRESS CONTROL
ECHO.

ECHO.

ECHO 1. Registry Editor Disable (Don't)
ECHO.

ECHO 2. Registry Editor Enabel (Use)
ECHO.

ECHO.

@oheE mso



@b waod(cgfd)

SET/P VAL = Your Choose ;
IF "%VAL%" == "1" GOTO -1
IF "%VAL%" == "2" GOTO -2

i

ECHO.

REG ADD HKCU\SOFTWARE\MICROSOF T\WINDOWS\CURRENTVERSION}
POLICIES\EXPLORER /V DisableRegistryTools /T reg_dword /d 1 /f
ECHO.

ECHO.

PAUSE

GOTO :CONTROL

2

ECHO.

REG DELETE HKCU\SOFTWARE\MICROSOFT\WINDOWS\
CURRENTVERSION\POLICIES\EXPLORER /V DisableRegistryTools /F
ECHO.

ECHO.

PAUSE

GOTO :CONTROL

qrﬁg@ LS
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aopiied  2B&eopSidodtadigbebormalonalgegroreon

Windows 7 ¢oaBogi€ medl regedit.bat €03 Right click=> Administrator
Open [g&ue&adpomesendelgolocd Gusad Registry [GEom[gbed gufgdh

%| sccfg.sys 3/3/
tessss 3/2/
%) regedit | 0 =
A - it
hi Edit
[Eg] Ipscan Print
[:é] g ] 'i" Run as administrator
.| location2 I
_ Lock file with Folder Lock
'locationl

eam0de0meo Admin [§¢ Run c§edadecy [GEaciddh Your
Choose ; e§205¢n 1 98ewpod 2 aBoopSeorgdlecSi

#

¥ Administrator: GS TECH (BATCH FILE)

GS TECH
BATCH PROGRAM
REGISTRY EDITOR LOCK

1. Registry Editor Disable < Don’t)

2. BRegistry Editor Enable <(Use)

Your Choose ;
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oneacgoftoonancSiorGfaoobiTzinemmts

Echo o} off coxdlonuSi dlefoppd cuic@ado3 Command eogo?
weopfEch

Prompt $p$g oo ceblgeoslgEagEiaacgoddh

title 6400590200500 g0} DOS Windows &, 608505050

:CONTROL m2000g¢ : e§0050pR§:ef00iome0pm cpbesonled
0269350305 2ppgedE:05g8A0acS)

ECHO 1. »0000000000000¢ 64005  enonficonifiommaeon
[s€opt:adigncuiund curgfiaogdh

SET/P VAL = egnodmenmfineon meapfgopodsncopieoss
cuio3zppSenon:h

IF "9%VAL%" == ooeoxnfgpdapfiomnec) oBfiodsncopSengs
value m$§aﬁaoq$ aBcdqE:ofopicl key [§6AoouSi

-1 -2 8830000905680 5[G§ 0010708 BuuScos dosuS

Reg add , Reg Delete ppf:efomeopadeon exsocdapaq, 88:00005
s

Reg add ma;a?:@g&ﬁc‘i@ﬂu Reg delete oo suicomo)
cabisso8 BlaoBcpoSefoBondh

@n:&]n api0on0) ECHO. eogoneony of€:fgp:dadiooniondh
Secnoded enecSapgnicopSBiootdoncdi 6 e§20588: Batch File gpiod

80050003 Gepafoipd B
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IP Address Control Batch File
woponddl Network IP Address $e3€03 Batch File oobgeconah

aeplo3edlorqesntn BéwuiBEmeon ipscaninfo.bat SfgddoocSs File
Save Location G027 Drive C: 632005¢5053&:Glecdn

@ECHO OFF

PROMPT $P$G

title GS TECH (BATCH FILE-2)
:CONTROL

CLS

ECHO.

ECHO GS TECH

ECHO BATCH PROGRAM
ECHO IP ADDRESS CONTROL
ECHO.

ECHO.

ECHO 1. Saving the IP Scan List .
ECHO.

ECHO 2. Redo the IP List.

ECHO.

ECHO.

SET/P VAL = Your Choose ;
IF "%VAL%" == "1" GOTO -SAVE
IF "%VALZG" == "2" GOTO -REDO

q:ﬁg@ (3 o =10)
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:-SAVE

ECHO.

NETSH -C INTERFACE DUMP> C:IPINFO.txt
ECHO.

ECHO.

PAUSE

GOTO :CONTROL

:-REDO

ECHO.

NETSH EXEC C:IPINFO.txt
ECHO.

ECHO.

PAUSE

GOTO :CONTROL

ooow program $¢a88eogndlogn & program S.opsfEprgedoneomn
Network IP Address o3¢o5008:a86:c00fBn ooppd].opbiogrcisden

[g#copSeopbogfionfgbdioncSs

@q.8E:058q8+ 3@ Network &3€ep Command opoopbagé:
=000k &ﬁa’xgtﬁ:@:%ﬁem& Batch File 909$03:$503055§on

muﬁa;mm&ﬁogouq&:&:m&m&n
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BEX Administrator: GS TECH (BATCH FILE-2) E

GS TECH
BATCH PROGRAM
IP ADDRESS CONTROL

1. Saving the IP Scan List .

2. Redo the IP List.

Your Choose ;

3200050060 Admin c6s Run con:03 Batch File Sh 63200560
o260 Drive C: eam050p8a8bicadea ipinfo.txt ofeEfgooniomdh

" 3 PINeO - Notepad
File Edt_Fornat View Help

e fa UME ok R [

.
4 == ——— -
# Interface configuration

pushd interface

popd
# End of interface configuration

pushd interface httpstunnel

rFeset

popd
# End of IPHTTPS configuration

# IPvd Configuration

pushd interface ipwd

reser

set global icmpredirects=enabled

add address name="vMware Network Adaprer wMnet8” address=192.168.163.1
add address name="vMware Network Adapter wMnetl™ address=192.168.110.1
add address name="Local area Connection” address=192.168.200.1

t..'ﬂrﬁ%u_g gl
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z20gubonop Backup [gopb[g8:am: o8§:qi0k8:
o00dopumn  8800beead s8omooiapesapeddeon Row-

oeepopelogl Adobe Indesign CS 5 [§Goopupio3BoSfcSopdoncS

orplorbonifhicon scgsSdopn AoSsbefoned Bpooged
fPegadioncSs By Indesign ¢oopepapoaBadoncSt oxbegcdseroobaps
[Bromuwnobch

wp Command Prompt oospbéefog€ | codidkeqdqdiondSi
Bdip wipgadiiaanbapcSoanboleons sopepfagemiot
s20fgepqdordSs exffdlfoqoSapingl gazqpfhedh

oraqp0pu SacghobeonSescymadopf§bonafomé opfqgomun
ooy aprecofBBeconnd  Windows  [goSdlosuSs [g$og8:q0m
v3axgravecdl 03 Link qpigiec:qon sacg§utBapsboepd

SofFeogesiimmoy Bacup ogbobobopadonss oobd
Packup cp&8 gpeegey Copy- Paste pSegBoiqodadonudi dod ol
Batch File con:e8oSeonpBobeas:agrgdonaS coeob§6omg sumad: Back-
up cp8fFsadh

File Name o3 backup.bat ceuiconicdoSdecS Drive C
633005¢2586:0c0mdonubr ereepoponeo) 3fy Backup opbegeed Desk-
top Al gnonEaomicdoSdlonuSe

QodgE ;s0
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@ECHO OFF

PROMPT $P$G

title GS TECH (BATCH FILE-3)
:CONTROL

CLS

ECHO.

ECHO GS TECH
ECHO BATCH PROGRAM
ECHO Book DTP Backup
ECHO.

ECHO.

ECHO 1. Do you BACKUP (Type 1)
ECHO.

ECHO.

SET/P VAL = Your Choose ;
IF "%VAL%" == "1" GOTO -BACKUP

:-BACKUP

ECHO.

copy d:\dosbook\dosdtp.indd f:\dosbookbackup.txt [y
ECHO.

ECHO.

PAUSE

GOTO :CONTROL

Qoigé enso
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& Batch File Program g}@;:cq:ﬁm@jm?:m:m@ﬂﬂﬁa;:u %:05:9'3
o$oBiconomdh  backup 0bcdcho} mopdonbodeonnoglg8yndh
swpSegpé:o88:c8050mdh

( - P
EX Administrator: GS TECH (BATCH FILE-3) “*'F;%

GS TECH
BATCH PROGRAM
Book DTP Backup

1. Do you BACKUP <(Type 1)

Your Choose :

1 od8o5: Enter ealodcdobomd Location ©8€aB Copy- Paste
cwOagdle86ecd

8 Command o3adiojaad] coboncdc3a86infgbcl Over Write
0p6copSiddlonuSi dlefopé fy rﬁméﬁﬁemﬁméeu:qﬁbﬁu

m&g&:amﬁs@q@ﬁ 0o0wGs Backup 0 20 gio5§003986:n
[88[Gn  oocBosesfojeor;  Backup opbojmd  oogpdsomm  po
cancdgdesBecon defopod fy 3opdG: Over Write cp588:q0mdl

©26052907 USB Drive 006 9popaalgadil: Backup opbonuSeddmn
32890l USB Drive §, Drive Letter Name Rlgéeofeuqilocsy

o0050pe§oB{fiao: Batch file oﬁ@$mé@5m5<\%&m Right
Click => Edit [g€eabc0p5:e0mEx Command Prompt mePogé Edit File
name @émé:ﬁmﬁ:@lrp5$&3mr_ﬁ:

%

..
@OIOC MIEw
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Viurs GOQ(‘)%QUDE:@SGGO? autorun.inf o3USB eCic0:8

8 Batch File ccorofenaepopd, 005¢ Desktop el oo€ooniaopheafgé
68t Icon oBeupS: Shorteut 0odgo00S¢aSaosuidionuSs

003fgegreeon Auto Run of8cSom:ddh oeepapd, blog ¢
Autorun killer 033203 Download qup§Edonud dguupoboopS: Group Pol-
icy ¢2805000:§EAlonuSe

USB Drive obao&ffom3 wop Batch File ojewn:sbeodl: auto-
run.inf o¥gpaegood qE:coqdlecd

ocoudigy Drive Letter saclopEiqeifggeoouds coodoobeoy
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200 w§:305(cgd)

@ECHO OFF

PROMPT $P$G

title GS TECH (BATCH FILE-4)

:CONTROL

CLS

ECHO.

ECHO GS TECH

ECHO BATCH PROGRAM

ECHO Auto Run Killer

ECHO.

ECHO.

ECHO  Are you finish change your USB drive letter?
ECHO **¥*¥* If vou not change, you don't run **=**+xx
ECHO.

ECHO.

SET/P VAL = Are you ready? Type Y:
IF /T"%VAL%" == "Y" GOTO :-DEL

:-DEL

| ECHO.

| ATTRIB J:\*.INF -S -R -H
DEL J:\®INF /F /Q
ECHO.

PAUSE

GOTO :CONTROL
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onucbopmesfas o3udensd, Drive Letter odefgreu:deonapoveedsés

ad:00:03 Command Key eogoncopb: 6q), 8E:nqEigooniol Com-
mand Key GogodamajicoidoncSi

Virus File sagpiou Attribute 0005¢05000:0780090500008
qoatu eop [56§€[gEw§Aops do? attrib ------ latla§efgoon:dlonade

Brong del 3qod8E:cdoddooud /f /q adionudedonnmeon
godoymdl ewigdilgiucocieod oo§igoddE:adododl

eam0dedmen b USB Drive J: esxaden .inf §8copal

qo58E:8050:5h

@l Administrator: GS TECH (BATCH FILE-4)

GS TECH
BATCH PROGRAM
Auto Run Killer

Are you Finish change your USB drive letter?
wuswsn [f you not change, you don't run s

Are you ready? Type ¥ su

Press any key to continue . . .
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Special Deleting c96§E8330905

8 Batch File Program ooeox weooffspbicobieoyss
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20 pme0; BuSqoScdordesiep Folder eg050300p8Eamn:
agneoonieClecdt safgpregepo p&fGooBE:8Eh 000059p6e0mEEAS
Command eogme07e32050lkeac38:{gdoess 3E=00pScB wdel.bat o3
o86:00m:qe33E1

@ECHO OFF

prompt $p$g

title  GOLDEN GATE SECURITY (Well Delete)
:Destroy

color EO

cs

ECHO.

ECHO GOLDEN GATE SECURITY (Well Delete)
ECHO DRIVE DESTROY

ECHO.

ECHO Easy Delete all Virus and No Deleted File.
ECHO.

dir fa/w

=qrﬁg ﬁEu
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ECHO.

ECHO.

ECHO.

ECHO PRESS THE TAB KEY, TO SELECT DELETE DIRECTORY
ECHO IF YOUR SELECT IS CONFIRM, PRESS THE ENTER KEY.
ECHO.

SET /P M= DESTROY TO -

ECHO.

ECHO.

‘WHY
SET /P VAL= SURE DELETED, YOU SELECT DIRECTORY(Y/N)?
IF /T "%VAL%"=="Y" GOTO :DEL
IF /T "%VAL%"=="N" GOTO :DESTROY
GOTO :WHY

ECHO YOUR. COMMAND FINISH.

:DEL

IF NOT EXIST %M% GOTO :drivedestroyERROR
attrib -s -h -r %M%

del /f /q %M%

IF NOT EXIST %M% GOTO :SHREDCOMP

RD /S %M%

YodgE esw




200 mi:oﬁnﬂ{cﬂﬁﬁj
:SHREDCOMP
COLOR 1A
echo MyBox = MsgBox("File and Folder has been deleted. File and Folder
deleted this way will never go at the recycle bin.", 6000, "Golden Gate
Security(Well Delete)") >drivedestroy.vbs
start /w drivedestroy.vbs
del /f /q drivedestroy.vbs

GOTO :Destroy

:drivedestroyERROR

COLOR 4E

echo MyBox = MsgBox("The File and Folder you type doesn't exist and
match in the directory.", 6000, "Golden Gate Security(Well Delete)")
>folderatt.vbs

start /w folderatt.vbs

del /f /q folderatt.vbs

GOTO :Destroy

GoigE s
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Golden Gate Security(Well Delete)

|

File and Folder has been deleted. File and Folder deleted this way will never go at

| the recycle bin.
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